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1. SUMMARY

At the request of the authorities of the Republic of Moldova, this Opinion assesses the compatibility
of Article 1ll of the Draft Law “On Amendment of Certain Laws” and the Draft Law “On
Professional Integrity Testing” with the Council of Europe and other international standards. The
assessment of Articles I, Il, IV and V of the Draft Law “On Amendment of Certain Laws” is subject
of a separate Opinion.

The Draft Laws assessed by this Opinion would introduce the following novelties:
- Stricter penalties for corruption offences;
- Ilicit enrichment as a criminal offence;
- Extended confiscation;
- Random integrity testing.

All four measures are recognised as important anti-corruption tools. Illicit enrichment and random
integrity testing can have a strong impact in a short period of time. Introducing such measures is
therefore an indicator of political will to seriously address corruption. Both measures were applied
in the past by countries which wanted to reduce corruption in a short time, and have in fact
succeeded in doing so.

For compliance with international standards, the following observations can be made:

1) Stricter penalties for corruption offences: The higher maximum fines and longer
occupational bans would strengthen deterrence and keep corrupt officials from returning to
office. There is no indication that these measures would be excessive and thus not be in line
with international standards. On the contrary, the maximum level of fines for legal persons
(the equivalent of about €25,000) is still quite low, and would probably rather be questioned
by the Group of States against Corruption (GRECO). The maximum sanction for malicious
default of payment of up to 15 years of imprisonment could be excessive under ECtHR case
law.

2) Mlicit enrichment: The Draft Law “On Amendment of Certain Laws” shows an innovative
way of avoiding the human rights challenges usually associated with this offence
(presumption of innocence and self-incrimination). Illicit enrichment as defined in the Draft
Law would leave the burden of proof fully with the prosecution. While over 40 countries
worldwide have already introduced this offence, Republic of Moldova would be the first
country in Europe doing so besides Ukraine. Once this new offence has passed its practical
test, it could serve as a model for other countries in the region which are deliberating on
introducing this offence as well.

3) Extended confiscation: The measure follows the draft regulations as recently proposed by
the European Union and is in line with the Council of Europe standards.

4) Integrity testing:

a) Effectiveness against corruption: The measure reflects examples of targeted and
random testing as successfully carried out in the U.S., UK and Georgia. The OECD,
OSCE, UNODC, World Bank and Transparency International have acknowledged
targeted and random testing as a very effective tool against corruption.

b) Judicial review — Article 13 of the European Convention on Human Rights (ECHR):
Article 15 par. 2 of the Draft Law “On Professional Integrity Testing” seems to limit
judicial review to disciplinary sanctions. It cannot be excluded that not only the ensuing
sanction but also the testing itself would violate the rights of public officials, especially



d)

with regard to their privacy (Article 8 ECHR). Hence, Article 15 par. 2 of the Draft Law
should be reviewed in light of Article 13 ECHR and the possibility of challenging the
testing in court, as far as it affects individual rights.

This is the only aspect of the Draft Law “On Professional Integrity Testing” which
would obviously need review. All following issues probably concern rather the
implementation of the Draft Law.

Agent provocateur — Article 6 ECHR: As far as public officials consent to being
subjected to the testing program, their testing within the legal limits would not interfere
with their right to a fair trial. Thus, undercover agents could instigate them to commit
corruption offences, as long as the instigation is not “excessive” as indicated in Article 6
par. 2 lit. g Draft Law “On Professional Integrity Testing”.

There could be public officials who do not consent to the testing program, and are
disciplined because of negative results. There are good arguments that undercover agents
could instigate also non-consenting officials to committing corruption offences, as long
as the instigation is not “excessive” (Article 6 par. 2 lit. g Draft Law “On Professional
Integrity Testing”). In any case, a definitely unobjectionable scenario would be to wait
for the public official to start indicating to ask for a bribe; the tester could then step-by-
step follow because the official would have then already shown his predisposition for
corruption.

Privacy — Article 8 ECHR: The right to privacy might not be applicable to integrity
testing at the workplace. Even if it is, as far as public officials consent to being
subjected to the testing program, their testing within the legal limits would not interfere
with their right to privacy.

If public officials do not consent to the testing program, certain case law of the
European Court of Human Rights (ECtHR) provides strong arguments why their testing
would still be compliant with their right to privacy: the testing is limited to their
professional sphere; all officials would know in advance of possible tests; furthermore,
the testing would not serve criminal investigations, but only aim at disciplinary
proceedings. In addition, public officials have to acquiesce in certain limitations to their
human rights. However, the ECtHR has not yet decided specifically on disciplinary
testing of public officials. Hence, there remains a manageable risk that the ECtHR might
raise concerns with testing public officials who object to this measure. The most
prominent aspect in this context could be the absence of any control body for ex ante or
ad hoc oversight of integrity testing, such as an investigative judge approving the
Testing Plan and its implementation, or a parliamentary committee working
confidentially. In addition, ex post judicial review would need to be available with
regard to Article 8 as is the case with regard to Article 13 ECHR. Foreseeing more
control would reduce the remaining risk of non-compliance with the ECHR.



2. INTRODUCTION AND TERMS OF REFERENCE

By letter of Minister of Justice of the Republic of Moldova on 26 November 2012 addressed to the
Council of Europe, the authorities of the Republic of Moldova requested the Council of Europe to
provide an opinion on the Draft Law “On Professional Integrity Testing” and on the Draft Law “On
Amendment of Certain Laws”. The present Opinion assesses:

- Article Il of the Draft Law “On Amendment of Certain Laws” and Draft Law “On
Professional Integrity Testing”.

The Opinion is based solely on the English translations of both Draft Laws as submitted by the
Moldovan authorities together with “Informative Notes” for each Draft Law (see Appendix). It
focuses on the compatibility of the draft amendments with Council of Europe and other
international anti-corruption standards. It also analyses those parts of laws which are expressly
affected by the amendments. Thus, it does not assess these laws in their entirety (Criminal Code
etc.), or whether other parts of these laws should have been amended as well.

The Council of Europe standards relevant for this opinion are:
- Criminal Law Convention on Corruption (ETS 173);
- Council of Europe Recommendation on “special investigation techniques”;

- European Convention on Human Rights.

This Opinion does not review the compliance of the Draft Laws with the Constitution of the
Republic of Moldova. Compliance of the Draft Laws with international standards will depend to a
large extent on implementation, which is not the focus of this Opinion. At the same time, this
Opinion can only focus on evident aspects of compliance, but cannot assess all ramifications the
Draft Laws could possibly have in cross-relation with other Moldovan laws and practices.

The main objective of this Opinion is to assess compliance with international anti-corruption
standards. Whereas those standards also take into account international constitutional law and
human rights aspects, it cannot anticipate or replace opinions and decisions rendered by the
competent organs of the Council of Europe (European Court of Human Rights, Venice
Commission, etc.).



3. PENALTIES FOR CORRUPTION OFFENSES

Article 111 of the Draft Law “On Amendment of Certain Laws” introduces four changes:
a. higher fines;
b. longer periods of occupational bans;
c. an alternative link instead of the optional cumulative link between fines and imprisonment;
d. reduced terms of imprisonment which substitute fines.

3.1. Fines

Article 19 “Sanctions and measures” of the Council of Europe Criminal Law Convention on
Corruption (ETS 173, of 27 January 1999) states:

“Having regard to the serious nature of the criminal offences established in
accordance with this Convention, each Party shall provide, in respect of those
criminal offences established in accordance with Articles 2 to 14, effective,
proportionate and dissuasive sanctions and measures, including, when committed by
natural persons, penalties involving deprivation of liberty which can give rise to
extradition.”

There is no concrete international standard for criminal sanctions to be effective and proportionate
(with “dissuasive” being in fact a synonym for “effective”)'. The Explanatory Report to Council of
Europe Convention ETS 173 does not give any guidance on this question.? A Green paper “on the
approximation, mutual recognition and enforcement of criminal sanctions in the European Union”
gives only some general indications on custodial sentences, fines, and disqualifications.® The only
comprehensive commentary available on an international anti-corruption convention summarizes
this lack of concrete comparative standards as follows:

“There has to date been little, if any, discussion [...] of proportionality [...] as a
means of setting limits to the severity of sanctions. [...] Would a maximum of twenty-
year sentence of imprisonment for bribery exceed the bounds of reasonableness?
Presumably the death penalty would. 4

An assessment of the fines foreseen in the Draft Law “On Amendment of Certain Laws” has to put
the foreseen fines in perspective to the economic situation of physical and legal persons in the
Republic of Moldova; if the range for fines would seem obviously too low or too high, this could be
an indicator for non-compliance with international standards.’

3.1.1.Natural persons
Article 111 par. 2 of the Draft Law “On Amendment of Certain Laws” would double for the entire

Moldovan Criminal Code the maximum fine for natural persons from 5,000 to 10,000 conventional
units. According to Article 64 par. 2 Criminal Code, “one conventional unit shall be equal to

! For the similar wording of the OECD-Convention: Mark Pieth, Lucinda A. Low, Peter J. Cullen, The OECD
Convention on Bribery: A Commentary, 652 pages, 2007, page 229.

2 http://conventions.coe.int/Treaty/EN/Reports/Html/173.htm.

¥ COM(2004)334 final, at no. 2.1.5 page 17, http://eurocrim.jura.uni-tuebingen.de/cms/en/vorgang/132/.

* Mark Pieth, Lucinda A. Low, Peter J. Cullen, The OECD Convention on Bribery: A Commentary, 652 pages, 2007,
page 248-249.

> See Mark Pieth, Lucinda A. Low, Peter J. Cullen, The OECD Convention on Bribery: A Commentary, 652 pages,
2007, page 235: “For poorer countries, account is taken of the economic situation of the country concerned, including
the average income of the working population, so that fines for these countries may legitimately be set at a significantly
lower level than for richer states.”



http://conventions.coe.int/Treaty/EN/Reports/Html/173.htm
http://eurocrim.jura.uni-tuebingen.de/cms/en/vorgang/132/

20 lei”. 20 lei currently equal about €1,25. The maximum fine for natural persons hence equals
about €12,500.

The average monthly income in the Republic of Moldova in 2010 (latest available data)® was about
3,000 lei, which equals about €185. The maximum fine therefore equals 68 monthly average
incomes, or almost 6 yearly average incomes. However, there are also people in the Republic of
Moldova with incomes of “western” level, for whom the limit of €12,500 would certainly not be
excessive. In any case, under Article 64 par. 1, the amount of fine “shall be set depending on the
seriousness of committed crime and of the defendant’s and his family pecuniary situation”, so there
is a basis for tailoring the fine to each individual case. If a fine should not be sufficient to reflect the
seriousness of the crime, the court could always resort to imprisonment. It should also be noted that
the maximum fine for other serious economic crimes, such as aggravated fraud, is only 3,000
conventional units (Article 190 par. 3 Criminal Code). After all, there is no indication that the new
regulation of fines would not be effective and dissuasive, or proportionate in the sense of Article 19
of ETS 173.

3.1.2. Legal persons

Article 111 par. 2 of the Draft Law “On Amendment of Certain Laws” would double for all offences
of the Criminal Code the maximum fine for legal persons from 10,000 to 20,000 conventional units,
which equals about €25,000. The Group of States against corruption (GRECO) criticised the
previous limit of 10,000 conventional units as too low and invited the Moldovan authorities

“to redouble their efforts /.../ to ensure that the penalties available are effective,
proportionate and dissuasive, also with regard to major economic entities (given
that the maximum amount of fines foreseen is not more than € 13 000).””

In Germany, for example, the maximum standard administrative fine for legal persons is €1 Mio. ; it
can still be increased for taking into account the economic advantage of the corruption offence.
Therefore, in a corruption case in 2007, one corporation was ordered a €201 Mio. administrative
fine.® Nonetheless, the German size of fines for legal persons is considered as weak.® Obviously, the
Republic of Moldova might not necessarily need a range of fines running up to hundreds of millions
of Euros, given the fact that its entire industrial sector has an annual profit before taxes of “only”
about €134 Mio..° However, national and foreign corporations with sizeable economic power are
doing business on its territory; hence, a maximum fine of €25,000 does seem far from effective and
dissuasive.

3.2. Occupational bans
Acrticle 11l par. 4-15 doubles or triples the periods for which convicted public officials can be

excluded from public positions, thus increasing the periods by several years. The longest period is
now 15 years in grave cases of corruption (such as Article 324 par. 3 Criminal Code — corruption

® Statistical Yearbook of the Republic of Moldova 2011, page 106,
http://www.statistica.md/pageview.php?l=en&idc=263&id=2193.

" Second Evaluation Round, Addendum to the Compliance Report on Moldova, Strasbourg, 1 October 2010, Greco RC-
I1 (2008) 8E, page 6 no. 30,

www.coe.int/t/dghl/monitoring/greco/evaluations/round2/GrecoRC2(2008)8 Add_Moldova EN.pdf.

® http://www.qguardian.co.uk/business/2008/dec/16/requlation-siemens-scandal-bribery.

°® OECD, Germany: Phase 3 Report on the Application Of The Convention On Combating Bribery Of Foreign Public
Officials In International Business Transactions and the 2009 Revised Recommendation On Combating Bribery In
International Business Transactions, Recommendation 7: “Take measures to ensure the effectiveness of the liability of
legal persons which could include [...] further increasing the maximum levels of monetary sanctions”,
www.oecd.org/dataoecd/5/45/47416623.pdf.

10 gtatistical Yearbook of the Republic of Moldova 2011, page 275 (2175 Mio. lei),
http://www.statistica.md/pageview.php?l=en&idc=263&id=2193.
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“by by a high-ranking official; on an especially large scale; in the interest of an organized criminal
group or a criminal organization”). There is no indication of these periods being disproportionate. In
Germany, for example, civil servants lose their status as such and all related benefits, and can be
banned for life once being convicted of (simple) bribery.**

3.3. Fines and imprisonment

The “Informative Note on Draft Law On Amendment of Certain Laws” points out that sanctions for
corruption offences are set “alternatively (fine or imprisonment) but not cumulatively (fine with
imprisonment)”.*? Unfortunately, it does not provide a reason for doing so. One reason could be the
following: Criminal codes sometimes allow fines in addition to criminal sentences in order to take
away economic benefits which the offender is suspected having gained. This rational is problematic
as it allows extended confiscation on mere suspicion.'® As the Republic of Moldova will introduce
extended confiscation (see below...) there is no need for such an indirect (and always incomplete)
confiscation. Furthermore, fines in addition to imprisonment also hamper the offender from
reintegrating to society once being released.** In many countries, fines and imprisonments are hence
set alternatively. Anyways, there is no international standard on the question, whether fines and
imprisonment should be exclusive or cumulative alternatives. Either way would probably allow for
an “effective, proportionate and dissuasive sanction” in the sense of Article 19 of Council of Europe
Convention ETS 173.

It should be mentioned though, that GRECO has previously taken a note of the fact that “the
sanctions for active and passive bribery in the public sector were notably increased” and
substantiated this claim by pointing out that “[p]rison sentences and fines now run consecutively
rather than concurrently”.” There is no indication though that this previous reform of setting fines
and imprisonment cumulatively was an essential point for the evaluation by GRECO.

3.4. Imprisonment for malicious default of payment

Article 3 par. 2 Draft Law “On Amendment of Certain Laws” would change Article 64 par. 5
Criminal Code as follows (planned changes indicated in track change mode):

“In the case of the malicious circumvention by the convict from payment of the fine set as a main or
complementary punishment, the court may substitute the unpaid amount of the fine with
imprisonment within—the—tHmits—of-the—terms—setforth—n—art—70within the limits of terms of
maximum penalty, provided for by the article from the Special Section of the Present Code. The
amount of the fine shall be substituted with imprisonment by which one month of imprisonment
shall be equivalent to 50 conventional units.”

Acrticle 70 par. 2 Criminal Code:
“Imprisonment shall be set for a term of from 3 months to 20 years.”

The maximum limit for imprisonment terms under Article 70 par. 2 is 20 years. Article Il par. 2 of
the Draft Law “On Amendment of Certain Laws” would change Article 64 par. 5 Criminal Code
and harmonise the maximum term for substitute imprisonment with the imprisonment foreseen for

18 41 and § 7 Bundesheamtengesetz (Civil Servant Law): a corruption conviction would regularly render candidates
“unworthy” of another appointment.

12 See below at chapter 8.3/page 47 under no. 2.

13 See for the German law: Trondle/Fischer, Strafgesetzbuch, 52. ed., 2004, § 41 no. 2.

1 See for the German law: Trondle/Fischer, Strafgesetzbuch, 52. ed., 2004, § 41 no. 2.

> Third Evaluation Round, Evaluation Report on Moldova, Incriminations (ETS 173 and 191, GPC 2), Theme |,
Adopted by GRECO at its 50th Plenary Meeting, 1 April 2011, Greco Eval 111 Rep (2010) 8E, page 3 no. 8,
http://www.coe.int/t/dghl/monitoring/greco/evaluations/round3/GrecoEval3(2010)8 Moldova One EN.pdf.
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the commission of the crime. This means a reduction of periods in most cases (the maximum
imprisonment for corruption offences being 15 years). It is still questionable, though, whether there
are cases for which an imprisonment of up to 15 years would be a proportionate sanction for not
paying a fine of not more than €10,000.

The ECtHR has held that 5.5 years’ imprisonment for breaching a bail curfew was excessive and
amounted to a breach of the right to liberty and security (Article 5 ECHR).'® The Court considered
that the applicant, who had been under strict bail conditions for nearly five years — presumably
without being able to earn a living — could not realistically have been expected to comply with the
court order and fulfil the relevant obligation, and that, in the circumstances, his detention, especially
taking into account its duration, had been disproportionate.

It should be noted though that the Moldovan Draft Law foresees the imprisonment sanction only for
cases where the offender defaulted the payment “maliciously”. Nonetheless, if a national court had
sentenced the offender originally only with a fine and not imprisonment, it would seem
questionable if the offender ends up 15 years in prison for not paying a fine for an offence that did
not earn him even one day in prison in the first place. The practice of other countries in this context
is less excessive. In Germany for example, the maximum term for substitute imprisonment is one
year (360 days), no matter whether the default of payment is unintentional or malicious.'” Article 64
par. 5 of the Moldovan Criminal Code should hence allow at least discretion by the courts, in order
to ensure proportionality of the substitute imprisonment.

4. |LLICIT ENRICHMENT

Article 3 par. 11 Draft Law “On Amendment of Certain Laws” would introduce the following
criminal offence:

“Article 302/2. lllicit enrichment

(1) Wilful action of a public person that led to the person's illicit enrichment, with substantial
increase of his/her assets and which exceeds his/her legal income, shall be punished by a fine of
6,000 to 8,000 conventional units or by imprisonment for 3 to 7 years, in both cases with the
deprivation of the right to hold certain positions or to practice certain activities for a term of 10 to
15 years,

(2) The same actions committed by a person with public dignity, shall be punished by a fine of
8,000 to 10,000 conventional units or by imprisonment from 7 to 15 years, in both cases with the
deprivation of the right to hold certain positions or to practice certain activities for a term of 10 to
15 years.”

4.1. Forms

The term “illicit enrichment” is mainly used for three different forms of conduct:

- A criminal offence, where a public official is criminally liable for accumulating an
inexplicable amount of wealth;®

16 Case of Gatt v. Malta, Application no. 28221/08, Judgment of 27 July 2010, § 43,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-100190.

178§ 43, 40 Criminal Code of Germany, http://www.gesetze-im-internet.de/englisch_stgb/index.html.

18 See for example Hong-Kong, Prevention Of Bribery Ordinance, Gazette Number 22 of 2008, Section 10 par. 1:
“Possession of unexplained property”, Version 4 July 2008: “Any person who, being or having been the Chief
Executive or a prescribed officer (a) maintains a standard of living above that which is commensurate with his present
or past official emoluments; or (b) is in control of pecuniary resources or property disproportionate to his present or past
official emoluments, shall, unless he gives a satisfactory explanation to the court as to how he was able to maintain such

10
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- Administrative or civil mechanisms of taking away inexplicable wealth from a person;*
- Any other kind of mechanism as foreseen in different national laws.?

The criminal offence as foreseen by Article 3 par. 11 Draft Law “On Amendment of Certain Laws”
falls under the first category.

4.2. Objective

Especially in environments with systemic corruption individual acts of bribery are often hard to
prove. Colleagues and clients of corrupt officials can be too scared to report on individual acts of
bribery or often simply profit from the corrupt act as well. At the same time, corrupt public officials
often enjoy and even display their illegally acquired wealth with impunity. Illicit enrichment would
allow prosecution in such cases as it makes away with the need to prove individual crimes behind
the enrichment (bribery, embezzlement etc.).

4.3. Foreign examples

Currently, about 40 States foresee the criminal offence of illicit enrichment.?* Hong-Kong was
among the first, when it introduced the offence in 1971. It was a time, when corruption was rampant
in the police force among other sectors. 50 cases were prosecuted in the 25 years following its
introduction.?” This might sound like not a great number, but some cases involved very senior
officers against whom it was highly unlikely that sufficient evidence of a particular instance of
bribery would have been available;* so the offence had a strong preventive effect. An example is
the case of a former Deputy Director of Public Prosecutions, who pleaded guilty to possessing
excessive assets valued about US$ 1.5 million and was sentenced to 8 years imprisonment.** Within
a year of introducing this offence, 295 police officers took early retirement or resigned.” Since
many years already, Hong-Kong ranks among the countries with the least corruption, and better
than the USA or the UK, according to Transparency International’s Corruption Perception Index.?
It is probably fair to say that introducing illicit enrichment was a substantial factor in this success.

a standard of living or how such pecuniary resources or property came under his control, be guilty of an offence.”,
http://www.icac.org.hk/en/law_enforcement/acl/index.html.
19 See for example the Romanian Law No. 115 dated October 16, 1996 “for the Declaration and Control of Assets of the
Officials, Magistrates, of Persons Holding Management and Control Positions and of Public Officials”, version as
amended by Law No. 176/2010, Article 18 par. 1 “If it is ascertained that the acquisition of certain specified good or a
certain part of certain good is not justified, the Court of Appeal will decide either to confiscate or to pay a sum of
money equal with the value of the goods, as determined by the Court on the basis of expertise. If the Court decides it
had to be paid a sum of money equal with the value of the goods it will determine the term of payment.”,
www.integritate.eu/UserFiles/File/Legeal76 2010/LawNo115 1996 ForTheDeclaration&ControlOfAssetsOfficialsMa
gistratesPublicOfficialsAfterPublOfLaw176_2010.pdf.
% |n Ukraine, the newly introduced section 368-2 of the Criminal Code is called “illicit enrichment” (“Hesaxonue
sbaragennsn”): “Obtainment by an officer of illegal benefit in substantial amount or transfer by the officer of such
benefit to close relatives, in the absence of signs of bribery”, see Criminal Code as amended by Law No. 3207-VI of 7
April 2011, http://zakon2.rada.gov.ua/laws/show/2341-14/pagell (Ukrainian). It is a variation to the international
standard of Article 20 of UNCAC as it leaves the burden of proof fully with the prosecution.
21 World Bank, “On the Take — Criminalizing llicit Enrichment to Fight Corruption” (2012)
www.unodc.org/documents/corruption/Publications/StAR/On_the Take-

Criminalizing_Illicit_Enrichment to_Fight_Corruption.pdf.
22 Bertrand de Speville, Reversing the Onus of Proof: Is it Compatible with Respect for Human Rights Norms, Paper
presented at the 8" IACC, http://www.8iacc.org/papers/despeville.html#ref20.
“% Bertrand de Speville, Reversing the Onus of Proof: Is it Compatible with Respect for Human Rights Norms, Paper
presented at the 8" IACC, http://www.8iacc.org/papers/despeville.html#ref20.
“ Bertrand de Speville, Reversing the Onus of Proof: Is it Compatible with Respect for Human Rights Norms, Paper
presented at the 8" IACC, http://www.8iacc.org/papers/despeville.html#ref20.
“ G. Jorge, The Romanian Legal Framework on Illicit Enrichment, ABA/CEELLI, 2007, page 64, http://www.inm-
lex.roffisiere/pag_34/det 748/3055.pdf.
% http://www.transparency.org/research/cpi/overview.
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4.4. International standards
4.4.1. Anti-corruption standards

llicit enrichment is foreseen as a mandatory or optional criminal offence in the following
international conventions:

- African Union Convention on Preventing and Combating Corruption, Article 8;*
- Inter-American Convention against Corruption, Article 1X;?®

- United Nations Convention against Corruption, Article 20.%°

Major international organisations recommend illicit enrichment as one of the most effective anti-
corruption tools:

- OSCE, Best practices in combating corruption, 2004 (English and Russian), Chapter 12,
“Criminal Law”;30

- UNODC, UN Anti-corruption Toolkit (3rd edition 2004, English), Case study 21, page
456;%

- World Bank, “On the Take — Criminalizing lllicit Enrichment to Fight Corruption” (2012).%

The Council of Europe has not incorporated illicit enrichment yet into its formal anti-corruption
standards. The Council of Europe’s Working Group on Criminal Law (GMCP — Groupe de travail
sur les aspects du droit pénal) of the Multidisciplinary Group on Corruption (GMC — Groupe
multidisciplinaire sur la corruption) has touched on the issue of “illicit enrichment”, but, in 2002,
decided “to defer consideration of the preparation of international standards in the fields indicated,
it being understood that such work could be done in future, in the light of the GRECO
evaluations.”® However, expertise provided for by Council of Europe projects has supported the
introduction of illicit enrichment into national legislation.3*

There is therefore no doubt that introducing the offence of illicit enrichment is in line with
international anti-corruption standards.

Article 20 of the UNCAC defines the criminal offence of “illicit enrichment” simply as follows:

“[A] significant increase in the assets of a public official that he or she cannot
reasonably explain in relation to his or her lawful income.”

The strength of Article 20 UNCAC relies on the fact that upon presentation of a certain discrepancy
of the official’s wealth and his lawful income, and possibly further incriminating facts pointing to
illegal acts of the official, the burden of proving the legality of wealth de facto shifts upon the
official.

27 hitp://www.africa-union.org/root/au/documents/treaties/treaties.htm.
28 http://www.oas.org/juridico/english/treaties/b-58.html.
29 http://www.unodc.org/unodc/en/treaties/CAC/.
% www.osce.org/eea/13738.
31 www.unodc.org/documents/corruption/publications_toolkit sep04.pdf.
32 \www.unodc.org/documents/corruption/Publications/StAR/On_the Take-
Criminalizing_lllicit Enrichment to_Fight Corruption.pdf.
33 http://conventions.coe.int/Treaty/EN/Reports/Htm1/191.htm.
% See for example “Project against corruption in Ukraine (UPAC)”: Marin Mrcela, Expert Opinion on the Draft Law on
the Introduction of Changes to certain Legal Acts regarding liability for corruption offences, January 2007, page 7,
http://www.coe.int/t/dghl/cooperation/economiccrime/corruption/projects/UPAC/Technical%20papers/344-d-
%20Final%20Expert%200pinion%200n%20Amend%20%20Laws%20%20Mrcela%20Eng%20Jan%2007.pdf.
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The Moldovan Draft Law “On Amendment of Certain Laws” opts for a slightly softened version,
whereupon “illicit enrichment” is a

“substantial increase of his/her assets and which exceeds his/her legal income”.

In this version, the official is not required to give any explanation. However, the offence would still
seem to be sufficiently effective. The Republic of Moldova maintains a system of income and asset
declarations for public officials.*® Supposed, this system is well implemented and does not contain
any significant loopholes, it would allow the prosecution to easily proof a discrepancy between the
actual wealth, and the status of wealth as formally declared by the official himself. It should be
noted in this context that other countries criminalise discrepancies between financial declarations
and actual wealth as well.*® The Moldovan Draft Law “On Amendment of Certain Laws” would go
further though, as it would not confine illicit wealth to discrepancies with financial declarations, and
not to officials who are obliged to declare their asset and income.

4.4.2. Presumption of innocence — Article 6 ECHR

One of the major challenges for the criminal offence of illicit enrichment is the fact that it reverses
to some extent the burden of proof on one of the elements of crime. This aspect would per se not
constitute a violation of European human rights, but would require alignment with national
constitutions. As the Council of Europe’s Multidisciplinary Group on Corruption has pointed out:

“In the context of fight against corruption, it has been discussed to enact laws
against illicit enrichment. Such laws could contain rules to the effect that public
officials who possess wealth beyond what can be explained as the result of lawful
activities might risk that their property be confiscated. Such laws could be extended
to the finances of their family. These laws should not be confounded with the reversal
of the burden of proof in criminal cases and the presumption of innocence. What has
been discussed in the context of fight against corruption is the reversal of the burden
of proof of the licit origin of property. Notwithstanding that such laws have been
accepted by the European Court of Human Rights under certain circumstances (see,
for instance, the Salabiaku Case[*']), they may still lead to constitutional problems
in certain countries. %

The advantage of the Moldovan regulation lies in the fact that the burden of proof is still fully upon
the prosecution: In contrast to Article 20 UNCAC the Moldovan law would not require the official
to “reasonably explain” his wealth in relation to his income. Hence, there is no indication that a
conviction of a public official based on a significant discrepancy of his or her actual and declared
wealth and on an overall review of the facts would violate the presumption of innocence.

In this context it is interesting to note that a recent study of the World Bank regards even a reversal
of proof as foreseen in Article 20 UNCAC as not violating Article 6 ECHR:

® Corneliu Gurin, Lilia lonita, Cristina Cojocaru, Declaration of assets and income of state officials, judges,
prosecutors, public servants and persons holding management positions: issues and perspectives for their settlement for
the Republic of Moldova, 2009, www.capc.md/docs/Study declaration_of assets_and_income.pdf; RAI, Rules and
experiences on integrity issues (2012), http://www.rai-see.org/doc/Study-Rules and_experiences_on_integrity issues-
February 2012.pdf.

% See for example Article 257/a par. 2 Criminal Code of Albania (Law 7895) of 27 January 1995 (version 1 December
2004): “Hiding or false declaration of assets of the elected persons or the public employees is punished by fine or
imprisonment up to two years.”

%7 Salabiaku v France, Application no. 10519/83, Judgment of 7 October 1988,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57570#{%22itemid%22:[%22001-57570%22]}.

% Multidisciplinary Group On Corruption (GMC), Programme Of Action Against Corruption, adopted by the
Committee of Ministers, Directorate General of Legal Affairs (DG 1), September 1995, page 67,
www.coe.int/t/dghl/monitoring/greco/general/ GMC96%20E95%20Actionprogr%20English.pdf.
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“In applying the Salabiaku test[**] to illicit enrichment, the question becomes
whether the public interest in convicting corrupt officials outweighs the infringement
on the rights of the accused. In 1976 in the United Kingdom, the Royal Commission
of Conduct in Public Life argued, ‘Such a burden can only be justified for
compelling reasons, but we think that in the sphere of corruption the reasons are
indeed compelling ... the burden of proof on the defense is in the public interest and
causes no injustice’ (Royal Commission of Conduct in Public Life 1976, cmnd. 6525
[...]1). The Court of Appeals in Hong Kong SAR, China, came to a similar conclusion
in Attorney General v. Hui Kin Hong. While it accepted that requiring the accused to
discharge the burden of proof deviates from the presumption of innocence, it held the
following: ‘There are exceptional situations in which it is possibly compatible with
human rights to justify a degree of deviation from the normal principle that the
prosecution must prove the accused’s guilt beyond reasonable doubt.””™*

4.4.3.Protection against self-incrimination — Article 6 ECHR

Ilicit enrichment touches the protection against self-incrimination in a similar way as the problem
of presumption of innocence: If the official is required to “reasonably explain” his wealth in relation
to his income, as foreseen in Article 20 UNCAC, this affects his right to remain silent through
criminal procedure. Although this right is not specifically mentioned in the European Convention
on Human Rights, the European Court of Human Rights has held:

“There can be no doubt that the right to remain silent under police questioning and
the privilege against self-incrimination are generally recognized international
standards which lie at the heart of the notion of a fair procedure. ™"

Apart from remaining silent, the official might also be forced to incriminate himself: He might be
able to explain his wealth with legal income, but this might expose him to criminal or disciplinary
liability for offences such as tax evasion, money laundering, or violation of code of conducts
(generating illegal second income etc.).

However, other than Article 20 UNCAC, the Moldovan Draft Law “On Amendment of Certain
Laws” would not require the official to “reasonably explain” his wealth in relation to his income. If
he can only exculpate himself by exposing another offence, this is a dilemma he could face with any
other criminal offence (for example, the suspect in a murder case having as only alibi that he was
robbing a bank at the time of the murder). Hence there is no indication that a conviction of a public
official based on a significant discrepancy of his or her actual and declared wealth and on an overall
review of the facts would violate his right to remain silent.

It should be noted, though, that even if the protection against self-incrimination had relevance for
illicit enrichment as worded in Article 3 par. 11 Draft Law “On Amendment of Certain Laws”, the
right against self-incrimination would not be absolute. In one case before the European Court of
Human Rights, the accused persons were held liable for refusing to provide records indicating who
had been driving a taxi at the time of a criminal offence. The Court held:

“All who own or drive motor cars know that by doing so they subject themselves to a
regulatory regime. This regime is imposed not because owning or driving cars is a

% Salabiaku v France, Application no. 10519/83, Judgment of 7 October 1988,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57570#{%22itemid%22:[%22001-57570%22]}.
“0'World Bank, “On the Take — Criminalizing Illicit Enrichment to Fight Corruption” (2012), page 31,
www.unodc.org/documents/corruption/Publications/StAR/On_the Take-

Criminalizing_lllicit Enrichment to_Fight Corruption.pdf.
“! John Murray v. the United Kingdom, Application no. 18731/91, Judgment of 8 February 1996,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57980.
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privilege or indulgence granted by the state but because the possession and use of
cars (like, for example, shotguns ...) are recognized to have the potential to cause
grave injury.”

A recent study of the World Bank sees this decision as setting precedent for illicit
enrichment:

“This reasoning can be extended to public servants, who are subject to a specific
regulatory regime. In assuming a position of trust, public officials subject themselves
to the legal requirements and the administrative and criminal sanctions that arise
from the abuse of that trust. Moreover, where countries have an established income
and asset disclosure regime, they also have established the principle that public
officials may provide personal information that may be self-incriminating. In this
context, providing evidence regarding the sources of income and assets to the court
does not appear as a significant additional burden.

Furthermore, the European Court of Human Rights has also accepted that courts may draw adverse
inferences where the accused has chosen to remain silent, when the factual circumstances allow
them doing so.*

4.4.4. egality — Article 7 ECHR

The principle of legality requires that an act be illegal according to the criminal law of a particular
jurisdiction before it can be punished. It is included in Article 7 ECHR and also requires that
criminal offences and consequences are “sufficiently circumscribed”.* An opponent of the offence
of illicit enrichment might argue that it would not be sufficiently clear what is exactly meant by a
“substantial increase” in wealth. However, the offence would probably already be admissible if it
required only a simple “increase” in wealth that could not be explained by the legal income. The
following equation would underlie the offence: If wealth > cumulated legal income — minimum
necessary expenses = illicit enrichment. As this equation is sufficiently clear, this is even truer, if
the “increase” is additionally required to be “substantial”; in this case, the minimum threshold could
be for example: wealth > cumulated legal income = illicit enrichment (the increase being substantial
as no expenses would have been assumed).

5. EXTENDED CONFISCATION

Article 3 par. 3 Draft Law “On Amendment of Certain Laws” would introduce the following
measure:

“Article 106/1. Extended Confiscation

(1) are subject to confiscation other goods than those mentioned in art. 106, where a person is
convicted of any of the following offenses if the offense was committed with pecuniary interest and
the penalty provided for by law is imprisonment for five years or more:

[..]

*2 0’Halloran and Francis v. the United Kingdom, Application nos. 15809/02 and 25624/02, Judgment of 29 June 2007,
§ 57, http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-81359.
3% World Bank, “On the Take — Criminalizing Illicit Enrichment to Fight Corruption” (2012), page 33,
www.unodc.org/documents/corruption/Publications/StAR/On_the Take-

Criminalizing_lllicit Enrichment to_Fight Corruption.pdf.
# John Murray v. U.K., Application no. 18731/91, Judgment or 8 February 2006, §§ 47 and 51,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57980.
“* Gillan and Quinton v the United Kingdom, Application no. 4158/05, Judgment, 12 January 2010, § 87,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-96585.
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J) crimes of corruption those associated with corruption;

[...]
(2) Extended confiscation shall be ordered if the following requirements are cumulatively met:

a) the value of assets acquired by the convicted person, within a period of 5 years prior and if
necessary, after the commission of crime, before issuing the judgment, obviously exceeds the
income legally obtained by this person;

b) the court is convinced that the assets have been generated from criminal activities referred to in
par. (1).

(3) In applying the provisions of par. (2) it has to be taken into account the value of assets
transferred by the convicted person or by a third party to a family member, to persons with whom
the convicted person has established relations similar to those between spouses or between parents
and children, in case they live with this person, to legal entities over which the convicted person has
control.

(4) Under this Article, money shall be understood as assets.

(5) In determining the difference between the legal income and the value of acquired assets, the
value of assets at the date when they were acquired and the expense made by the convicted person
or persons provided for by par. (3) shall be taken into account.”

(6) If the assets subject to confiscation cannot be found, money and other assets which can cover
their value shall be confiscated.

(7) Are subject to confiscation also the assets obtained from the exploitation or use of assets which
are subject to confiscation.

(8) The confiscation cannot exceed the value of assets acquired within the timeframe provided for
by par. (2), if it exceeds the level of convicted person’s income.”

5.1. European Union Council Framework Decision

The extended confiscation under the new Moldovan Law in fact reflects by and large the European
Union “Council Framework Decision on Confiscation of Crime-Related Proceeds, Instrumentalities
and Property”:

“Each Member State shall take the necessary measures to enable confiscation under
this Article at least:

(a) where a national court based on specific facts is fully convinced that the property
in question has been derived from criminal activities of the convicted person during
a period prior to conviction for the offence referred to in paragraph 1 which is
deemed reasonable by the court in the circumstances of the particular case, or,
alternatively,

(b) where a national court based on specific facts is fully convinced that the property
in question has been derived from similar criminal activities of the convicted person
during a period prior to conviction for the offence referred to in paragraph 1 which
is deemed reasonable by the court in the circumstances of the particular case, or,
alternatively,

(c) where it is established that the value of the property is disproportionate to the
lawful income of the convicted person and a national court based on specific facts is
fully convinced that the property in question has been derived from the criminal
activity of that convicted person.
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3. Each Member State may also consider adopting the necessary measures to enable
it to confiscate, in accordance with the conditions set out in paragraphs 1 and 2,
either wholly or in part, property acquired by the closest relations of the person
concerned and property transferred to a legal person in respect of which the person
concerned — acting either alone or in conjunction with his closest relations — has a
controlling influence. The same shall apply if the person concerned receives a
significant part of the legal person’s income.”

There is no indication that the extended confiscation under the new Article 106/1 Criminal Code
would deviate from the European Union standard in a significant way. The European Commission
has recently submitted a proposal for a “Directive on the freezing and confiscation of proceeds of
crime in the European Union”, which by and large reflects the above Framework Decision.*’

5.2. Council of Europe Criminal Law Convention on Corruption

The new Article 106/1 Criminal Code would also serve the objective of Article 19 par. 3 of Council
of Europe Criminal Law Convention on Corruption (ETS 173):

“Each Party shall adopt such legislative and other measures as may be necessary to
enable it to confiscate or otherwise deprive the instrumentalities and proceeds of
criminal offences established in accordance with this Convention, or property the
value of which corresponds to such proceeds. ”

5.3. Right to fair trial — Article 6 ECHR — and to property — Article 1 Protocol 1

With regard to the European Convention on Human Rights, the right to a fair trial and the right to
property of the defendant could be affected. The European Court on Human Rights, though, has
rendered many decisions, consistently upholding the application of non-conviction based
confiscation regimes in particular cases:

“Reversals of the burden of proof concerning the legitimacy of assets have so far
survived the scrutiny of the ECtHR, so long as they were applied fairly in the
particular case, with adequate safeguards in place to allow the affected person to
challenge these rebuttable presumptions. While the ECtHR has consistently upheld
extended confiscation regimes in specific cases, their compatibility with the
Convention is assessed on a case by case basis. Again, the degree of procedural
safeguards afforded to the defendant plays a determinant role in assessing the
proportionality of the measure. "

As with any other measure of criminal law, the compliance with human rights will depend on the
actual practice, i.e. on how the Moldovan courts will apply the new Article 106/1 Criminal Code in
relation to all principles of criminal procedure. The European Court of Human Rights has
highlighted the main safeguards necessary in the context of extended confiscation:

“[T] he assessment was carried out by a court with a judicial procedure including a
public hearing, advance disclosure of the prosecution case and the opportunity for
the applicant to adduce documentary and oral evidence. [...] The principal

%8 2005/212/JHA of 24 February 2005, Official Journal of the European Union L 68/49 of 15 March 2005, http:/eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L :2005:068:0049:0051:en:PDF (bold emphasis by author).

*" Proposal for a Directive of the European Parliament and of the Council on the freezing and confiscation of proceeds
of crime in the European Union, of 12 March 2012, COM(2012) 85 final Brussels, http://ec.europa.eu/home-
affairs/news/intro/docs/20120312/1 en_act_partl v8 1.pdf.

“8 Commission Staff Working Paper Executive Summary of the Impact Assessment Accompanying the Proposal for a
Directive of the European Parliament and the Council on the freezing and confiscation of proceeds of crime in the
European Union (COM(2012) 85 final), page 6,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=SWD:2012:0032:FIN:EN:PDF.
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safeguard, however, was that the assumption [...] could have been rebutted if the
applicant had shown, again on the balance of probabilities, that he had acquired the
property other than through drug trafficking. Furthermore, the judge had discretion
not to apply the assumption if he considered that applying it would give rise to a

. . .. . 49
serious risk of injustice”.

6. INTEGRITY TESTING
6.1. Forms

Integrity tests are realistic scenarios such as the offering of cash from a car driver stopped by the
police, but played by undercover officers. There are two types of tests:

- targeted tests aim at specific officials, whenever intelligence exists providing indications
that the official or his/her unit is corrupt or has committed other ethical violations. Such
intelligence could be previous allegations by citizens, criminals or colleagues, or
inexplicable wealth of the official.

- random tests aim at a random sample of officers. All officers are aware that such a program
exists, but are not told about the frequency or occurrence of such tests. No police officer can
now know whether or not a bribe offer made to him or her is an integrity test.

With the current Draft Law “On Professional Integrity Testing” (hereinafter “Draft Law”), the
Republic of Moldova has opted for both forms of integrity tests (Article 8 par. 2).

6.2. Objective

Systemic corruption can often seem like an unbreakable pattern, as for example in the following
typical case scenario: Typically, a driver will be stopped for some traffic violation. With a
corruptive policeman, he will pay only a fraction of the legally foreseen fine. The policeman will
pocket the “fine” (bribe), and his superiors often partially profit from the money collected during
the day. Similarly, a lawyer might bribe a judge to win the case. The problem in such constellations
is that everybody involved in the corruption-scheme profits. Hence, there is very little, if at all,
willingness for reporting, and equally very little risk of detection, if at all.

Integrity testing breaks this cycle. Once such tests are introduced, all officials are aware that they
exist, but they are not told about the frequency or occurrence. As a consequence, no police officer,
for example, can now know whether or not a bribery offer made to him is for real, or is an integrity
test that eventually might put him in jail.
Hence, the objectives of integrity testing are:

- ldentifying public officials or agencies prone to corrupt practices;

- Increasing the perceived risk of detection and thus deter corruption;

- Collect evidence for disciplinary and/or criminal procedures;

- Encouraging officials to follow on their obligation of reporting bribe offerings (as any offer
could be an integrity test);

“ Phillips v. the United Kingdom, No. 41087/98, 12 December 2001; for further case law and analysis see Opinion of
the European Union Agency for Fundamental Rights on the Confiscation of proceeds of crime, Opinion — 03/2012,
Vienna, 4 December 2012, http://fra.europa.eu/en/opinion/2012/fra-opinion-confiscation-proceeds-crime.

%0 See “The United Nations Handbook on Practical Anti-Corruption Measures for Prosecutors and Investigators”
(2004), pages 91-97, www.unodc.org/pdf/corruption/publications_handbook_prosecutors.pdf.
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- ldentify public officials who are honest and trustworthy, which can be credited for
promotions;

- ldentify the training needs of public officials, i.e. patterns of misconduct which could go
back on a lack of awareness for ethical challenges.

Integrity tests are not limited to corruption, but can be applied to any ethical performance, including
the service mentality of public officials. The Republic of Moldova opted for limiting the tests to
corruption related cases (Article 4 par. 4).

6.3. Foreign examples

Targeted integrity tests are a common investigation tool in more or less all countries. Little
comparative research is available yet on the spread of random integrity tests. The scarcity of
information can partly be attributed to the fact it is often believed that secrecy about its scope and
methods add to its deterrent effect.”* However, information is available on some countries that
apply random integrity tests.

6.3.1. United States

Random integrity testing is widely and routinely employed in many U.S. jurisdictions.> Several
major police departments, including the Los Angeles Police Department (LAPD), the New York
City Police Department (NYPD), and the New Orleans Police Department (NOPD) routinely
conduct random integrity tests of their officers to determine if their conduct in handling their
official duties is appropriate.>® The practice of the NYPD is the internationally best documented
one. Since 1994, the New York City Police Department has conducted targeted and random
integrity tests within the following framework: >*

- Realistic scenarios such as the offering of cash from an arrested “drug dealer”, who is staged
by an undercover officer of the integrity unit.

- Integrity tests are recorded using audio and video electronic surveillance as well as the
placement of witnesses at the scene.

- Targeted tests: These aim at specific officers who are suspected of corruption, based upon
previous allegations by citizens, criminals or colleagues.

- Random tests: Aimed at a random selection of officers.

1 New York Times, September 24, 1999, “Police Used in Stings to Weed out Violent Officers” by Kevin Flynn,
www.nytimes.com/1999/09/24/nyregion/police-used-in-stings-to-weed-out-violent-officers.html: “Police officials said
they were reluctant to discuss the program in detail because they believe secrecy about its scope and methods has added
to its deterrent effect.”

52 Report “On the Review and Recommendations Concerning Various Aspects of Police Misconduct”, Volume 1,
prepared by the Honourable George Ferguson, Q.C., page 27,
www.torontopolice.on.ca/publications/files/reports/fergusonl.pdf.

*% Steve Rothlein, Legal & Liability Risk Management Institute, Miami-Dade Police Department (Retired), Conducting
Integrity Tests on Law Enforcement Officers, Issues and Recommendations, April 2010,
http://www.patc.com/weeklyarticles/print/le_integrity tests.pdf.

> OSCE, Best practices in combating corruption, 2004 (English and Russian), Chapter 12, page 142-144 (“Integrity
testing”); Chapter 6 (“Building an ethical administration”), www.osce.org/eea/13738; The following paper seems to be
oblivious of random testing being used in the United States: Christopher Pater, Glen Comesanas (Department of
Homeland Security Immigration and Customs Enforcement, Office of Professional Responsibility), Principles of
Integrity Testing in the United States and the Moldovan Approach, November 29, 2012 (unpublished), pages 1-3: “In
the United States, integrity testing is used to combat corruption through a targeted investigation of specific allegations
against employees, primarily within the context of a criminal case. [...] The testing subject must be predisposed to
committing the corrupt act in question through evidence (ex. prior allegations or other physical evidence). Hotline tips
should have corroborating evidence before initiating an integrity test. [...] In the United States, it [integrity testing] is
used selectively and only when there is a specific articulated reason to do so.”
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- All officers are aware that such a program exists, but are not told about the frequency or
occurrence of such tests.

- No police officer can now know whether or not a bribery offer made to him or her is an
integrity test.

The integrity tests had the following impact so far: >

- Officers believe that it is better to be safe and to report the incident, instead of overlooking it
or accepting the bribe offer.

- About 20 percent of the officers who were tested based on previous suspicions failed the
test, were prosecuted and removed from the force.

- Only 1 percent of the officers who are subjected to random tests fail.

The integrity tests were run under the monitoring of the Commission to Combat Police Corruption
(CCPC). The CCPC was created based upon the 1994 recommendations of the “Commission to
Investigate Allegations of Police Corruption and the Anti-Corruption Procedures of the Police
Department” (the “Mollen Commission”). The study of the “Mollen Commission” found that the
New York City Police Department has undergone alternating cycles of corruption and reform. The
CCPC evaluated the program of random integrity testing in December 1996 and came to the
following conclusion:

“The Commission conducted an earlier study and issued this report with respect to
random integrity tests. In that report, the Commission reviewed the random integrity
testing program and found it to be a positive attempt to enhance integrity within the
Department. While the Commission found it difficult to determine the deterrent
effects of the program, it believes that simply having such a policy creates a sense of
IAB omnipotence that is likely to have some deterrent effect. The Commission
recommended that the Department continue to conduct significant numbers of
integrity tests but that it should focus on the targeted tests rather than random tests.
Further, the Commission advised the Department to aim for more realistic scenarios
in its targeted testing, increase the complexity in its random tests and utilize such
tests whenever there is some level of suspicion of improper conduct. >

Random integrity tests are still run as of today.*’ Whereas information on targeted and random tests
is not fully public, the Commission has published an instructive summary.*®

There is no scientific evidence yet, whether integrity testing will lead to a change in ethical
attitudes. It seems however that it certainly changes ethical behaviour:

“In the 1970’s, ABC News conducted an integrity test in Miami, where 31 wallets
containing money and identification were turned over by role players to 31 police
officers. Nine of the officers kept the money and were subsequently fired and/or
prosecuted. Thirty years later, ABC News replicated the integrity test in Los Angeles
and in New York. Twenty wallets containing money and identification were turned in

% OSCE, Best practices in combating corruption, 2004 (English and Russian), Chapter 12, page 142-144 (“Integrity
testing”); Chapter 6 (“Building an ethical administration”), www.0sce.org/eea/13738.

% New York City Commission to Combat Police Corruption, The New York City Police Department Random Integrity
Testing Program (December 1996), http://www.nyc.gov/html/ccpc/html/reports/reports.shtml#study9; see also: The
Performance  Study: the Internal  Affairs Bureau's Integrity Testing Program (March  2000),
www.nyc.gov/html/ccpc/downloads/pdf/iab_integrity testing_program_ march2000.pdf.

%" Fighting Police Corruption: An Interview with Charles Campisi, 13 April 2011,
http://iipdigital.usembassy.gov/st/english/publication/2011/04/20110413141428atina0.4637676.html#axzz2FJtIBKFP.
%8 The Performance Study: the Internal Affairs Bureau's Integrity Testing Program (March 2000),
www.nyc.gov/html/ccpc/downloads/pdf/iab_integrity testing_program_ march2000.pdf.
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to officers of the LAPD and another twenty were turned in to officers of the NYPD.
All forty wallets were recovered by the officers without a single penny missing. It is
unclear if the officers have become more ethical over the past three decades, or if
they suspected the wallets was simply bait being offered in some type of sting
operation.”

6.3.2. United Kingdom

In the early 1990s the Metropolitan Police Service identified a serious corruption problem and
realized that it had to take drastic steps to address it.>° In February 1999, an Integrity Testing Unit
(ITU) started undertaking random integrity testing (now renamed “quality assurance check”). The
“quality assurance check” addresses an area of corporate concern. It creates a condition or situation
designed to generate a reaction by an individual or individuals in order that their conduct and the
policies, processes and procedures of the Metropolitan Police Service can be assessed. Staff who
have identified a serious corporate concern, will ask the ITU to undertake a series of quality
assurance checks to “test the health” of the organisation. The scenarios prepared by the ITU will
reflect a realistic situation which employees may have to deal as part of their everyday duties.
Results have been reported as positive: The quality assurance checks programme has resulted in
changes of policy, changes of practice and procedures and additional training.

6.3.3. Georgia

In a recent study, the World Bank has examined key factors in Georgia’s success of fighting
corruption. Random integrity tests were part of the success of eradicating petty corruption in the
traffic police within a very short time frame:

“Undercover officers were assigned to make sure the police followed the rules. An
ordinary officer might be partnered with a covert officer and never know it — unless
he or she broke a rule. Spot checks were carried out to make sure police were
following protocol. An undercover agent filed a complaint of domestic violence at a
police station to see if complaints were followed up on. A driver cruised around at
night with a headlight out. When stopped, he would say he was on his way to fix the
light and offer GEL 20. Police officers caught taking bribes were fired. Such
practices sent a strong message to new recruits that the ministry was serious about
its code of conduct and the ethical practices of its police. *°

6.4. International anti-corruption standards
6.4.1. Conventions and other standards

None of the Council of Europe or other international conventions makes explicit reference to
integrity testing. However, Article 23 of the Council of Europe Criminal Law Convention on
Corruption (ETS 173) promotes “the use of special investigative techniques”; similarly, Article 50
of the UNCAC underlines the importance of “special investigative techniques, such as electronic or
other forms of surveillance and undercover operations”. In the chapter on Article 50 UNCAC, the
UNODC’s “Technical Guide to the UNCAC” lists (targeted) integrity testing as one of the tools
available and describes it as

% This text is taken or based on the UNODC’s “Anti-Corruption Tool Kit”, Version 3, 2004, page 396,
www.unodc.org/documents/corruption/publications_toolkit_sep04.pdf.

% The World Bank, Fighting Corruption in Public Services Chronicling Georgia’s Reforms, 2012, 104 pages,
https://openknowledge.worldbank.org/handle/10986/2234.

21


http://www.unodc.org/documents/corruption/publications_toolkit_sep04.pdf
https://openknowledge.worldbank.org/handle/10986/2234

“a method that enhances both the prevention and prosecution of corruption and has
proved to be an extremely effective and efficient deterrent to corruption. **

The following handbooks by international organisations promote the use of targeted and random
integrity tests:

OECD, “Managing Conflict of Interest in the Public Sector”:

“IT]he Integrity Test can be a powerful specialised corruption detection tool %

OSCE, “Best practices in combating corruption”:

“Integrity testing has now emerged as a particularly useful tool for cleaning up
corrupt police forces — and for keeping them clean. "%

The UN “Handbook on Practical Anti-Corruption Measures for Prosecutors and Investigators™:

“It is now clear that it is not enough to ‘clean up’ an area of corruption when
problems show. Rather, systems must be developed which ensure that there will be
no repetitions and no slide back into systemic corruption. It is in the essential field of
follow-up and monitoring that integrity testing really comes into its own. "

The UNODC’s “Anti-Corruption Tool Kit”:

“It is one of the most effective tools for eradicating corrupt practices in Government
services in an extremely short time. In particular, in cases of rampant corruption and
low trust levels by the public, it is one of the few tools that can promise immediate
results and help restore trust in public administration.”®

The World Bank, “Preventing Corruption in Prosecution Offices: Understanding and Managing for
Integrity”:

Integrity Testing “can be a powerful corruption detection tool ~66

In addition, Transparency International has promoted integrity testing as “a particular useful tool”
for fighting corruption.®’

6.4.2. Organisational requirements

In order to work properly, a few conditions are essential:

- Scenarios have to be utterly realistic in order to work. Since it will be “well publicised that
the Department regularly conducts integrity tests, an unrealistic scenario could alert the
officer that a test is being conducted.”® Therefore, a specialised well-trained and well-
equipped testing unit is required.®

612009 (English and Russian), Article 50 11.4.5., page 186, www.unodc.org/unodc/en/treaties/ CAC/technical-
quide.html.

822005, page 68 (“Integrity Testing Policy”), www.oecd.org/gov/fightingcorruptioninthepublicsector/49107986.pdf.
%2004 (English and Russian), Chapter 12, page 141 (“Integrity testing”); Chapter 6 (“Building an ethical
administration”), Www.o0sce.org/eea/13738.

%2004, pages 91-97 (“Integrity testing”), www.unodc.org/pdf/corruption/publications_handbook_prosecutors.pdf.

% Version 3, 2004, page 396, www.unodc.org/documents/corruption/publications_toolkit_sep04.pdf.

% justice&Development Working Paper Series, No. 15/2011, Heike Gramckow, page 11, http://www-
wds.worldbank.org/external/default/WWDSContentServer/\WWDSP/I1B/2011/11/09/000333038 20111109024044/Rendered
[PDF/655100WP0J0D0150110B0x361565B00PUBLICO.pdf.

% T| Source Book 2000, Confronting Corruption: The Elements of a National Integrity System, by Jeremy Pope,
chapter 20, page 190, http://archive.transparency.org/publications/sourcebook (English and Romanian).

% The Performance Study: the Internal Affairs Bureau's Integrity Testing Program (March 2000),
www.nyc.gov/html/ccpc/downloads/pdf/iab_integrity testing_program_march2000.pdf.

% Steve Rothlein, Legal & Liability Risk Management Institute, Miami-Dade Police Department (Retired), Conducting
Integrity Tests on Law Enforcement Officers, Issues and Recommendations, April 2010: “Specialized training using
role-playing scenarios is essential in building the skills of a proactive investigative unit capable of successfully
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- The testing unit has to be of highest integrity and confidentiality, as information of the
targets and timings would be “commodities” for which corrupt officials could be willing to
pay a good price. Subjecting the testing units themselves to testing by another unit could be
seen as an important step of ensuring this integrity (see in this context Article 8 par. 1 Draft
Law).

- The introduction of (random) integrity testing needs accompanying promotion, pointing out
the benefits of such a system for most public officials in order to gain acceptance and to
avoid undermining a relationship of trust.”

6.5. International standards on undercover operations

One of the two aspects of integrity tests that require balancing with human rights is its use of special
investigation techniques. These covert techniques could infringe the right to privacy. So it comes as
a surprise that above-mentioned international publications (see chapter 6.4.1) only voice concern
with regard to entrapment, but not with regard to privacy.

6.5.1. Privacy — Article 8 ECHR

There is no case law by the ECtHR yet on the use of special investigative techniques for integrity
tests. However, certain jurisprudence of the ECtHR from similar contexts suggests that the use of
such techniques for targeted or random integrity tests would not per se violate the right to privacy.

6.5.1.1. Applicability

a. Professional life
The ECtHR has made it clear on several occasions that the professional life is not per se excluded
from private life:

“There appears, furthermore, to be no reason of principle why this understanding of
the notion of ‘private life’ should be taken to exclude activities of a professional or
business nature since it is, after all, in the course of their working lives that the
majority of people have a significant, if not the greatest, opportunity of developing
relationships with the outside world. ” "

However, the Court has applied Article 8 ECHR only in cases where it was not possible to
distinguish the professional from the private sphere, for example, when the search for documents in
an office would automatically risk affecting private documents:

“[I]t is not always possible to distinguish clearly which of an individual’s activities
form part of his professional or business life and which do not. Thus, especially in
the case of a person exercising a liberal profession, his work in that context may

assembling these types of cases. The investigators handling reactive cases are a good back-up resource; however,
ideally, a proactive unit should be established that is exclusively focused on development of cases involving criminal
misconduct committed by officers that requires a covert investigative approach. This type of unit is able to develop a
higher level of expertise in this area and devote all of their energy to the proactive process.”,
http://www.patc.com/weeklyarticles/print/le_integrity tests.pdf.

" OECD, Managing Conflict of Interest in the Public Sector (2005), page 68 (“Integrity Testing Policy™): “It risks
alienating non-corrupt staff by creating fear of accidentally being targeted.”,
www.oecd.org/gov/fightingcorruptioninthepublicsector/49107986.pdf; Carl B. Klockars/M. R. Haberfeld, Enhancing
Police Integrity, 2007, page 7.

™ Niemietz v. Germany, Application no. 13710/88, Judgment of 16 December 1992, § 29,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57887#{%22itemid%22:[%22001-57887%22]}.
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form part and parcel of his life to such a degree that it becomes impossible to know
in what capacity he is acting at a given moment of time. »12

The surveillance under the Moldovan law would by definition only focus on acts of official job
performance. Article 4 par. 4 Draft Law defines “professional integrity testing” as “verification of
compliance/professional integrity compliance in public entities in order to identify, assess and
eliminate vulnerabilities and risks determining acts of corruption and corruption related deeds or
acts of corrupt behaviour, improper influences related to performance of job obligations/duties”
[emphasis by author]. It would involve the interaction with a client, in order to see, for example,
whether the official would ask for a bribe in exchange for the performance of official duties.

One could argue that the possibility could not be excluded where a public official also acts in
relation to his private life while being surveilled (for example by taking a call from a friend on his
mobile phone while being in office). However, all public officials would be warned in advance of
the possibility of surveillance. The ECtHR has made the warning of the employee and hence his
expectation of surveillance a decisive criterion for the applicability of Article 8 ECHR:

“There is no evidence of any warning having been given to Ms Halford, as a user of
the internal telecommunications system operated at the Merseyside police
headquarters, that calls made on that system would be liable to interception. She
would, the %ourt considers, have had a reasonable expectation of privacy for such
calls [...].”

It might theoretically be necessary that the surveillance of an official focuses on his private sphere,
e.g. his home, because the official asks his client to meet him in “private”. However, this would
trigger a suspicion of a criminal act and have the surveillance fall under the different regulations of
criminal investigations and would not need legitimisation of the Draft Law anymore.

b. Consent

Even if Article 8 ECHR was applicable to the professional sphere of public officials, interference
would not apply to all those public officials who would consent to integrity tests under Article 6
par. 1 lit. b Draft Law. There are no negative consequences foreseen for refusing consent (Article 6
par. 1 lit. b Draft Law). Hence, in line with case law by the ECtHR, they could not claim an
interference with their right to privacy. The ECtHR has admitted in several cases and with regard to
different human rights that they can be waived for certain instances,” including Article 8 ECHR.”
Waivers can be explicit or implicit.”® Article 6 par. 1 Draft Law foresees upfront information and
written form of agreement, which should suffice if it makes sufficiently clear what the consenting
person has to expect with regard to his privacy.

6.5.1.2. Interference

For officials who would not consent to integrity tests, one could argue that any surveillance would
not interfere with their right to privacy. The ECtHR has held, that

Niemietz v. Germany, Application no. 13710/88, Judgment of 16 December 1992, § 29,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57887#{%22itemid%22:[%22001-57887%22]}; similarly
for the processing of private data by an employer: Rotaru v. Romania, Application no. 28341/95, Judgment of 4 May
2000, http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-58586#{%22itemid%22:[%22001-58586%22]}.

" Halford v. The United Kingdom, Application no. 20605/92, Judgment of 25 June 1997, § 45,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-58039#{%22itemid%22:[%22001-58039%22]}.

" Peter Kempees, A Systematic Guide to the Case-Law of the European Court of Human Rights, 1960-1994, Volume
I1, 1996, pages 1365 following (Waiver of a Right) with reference to different decisions.

" M.S. v. Sweden, Application no. 20837/92, Judgment of 27 August 1997; the waiver was however not valid in the
concrete case;
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57887#{%22fulltext%22:[%2220837/92%22]} .

"® Grabenwarter/Pabel, Europaische Menschenrechtskonvention, 2012, § 19 no. 33.
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“the normal use of security cameras per se whether in the public street or on
premises, such as shopping centres or police stations where they serve a legitimate
and foreseeable purpose, do not raise issues under Article 8 § 1 of the
Convention. "’

The Court juxtaposed this situation with videotaping where the person did not have
“any expectation that footage was being taken”.

Under the Moldovan Draft Law, all public officials would be informed about the possibility of
surveillance (Article 6 par. 1). It would seem contradictory if they would later claim that they did
not have “any expectation that footage was being taken” of them; on the contrary, it is the objective
of a de%cated testing program in public administration that they should expect surveillance
anytime.

6.5.1.3. Measures in accordance with the law

Nonetheless, even if one would assume — for non-consenting public officials — an interference with
the right to privacy, one could argue that the interference is justified.

The European Court of Human Rights would require the following, in order for secret surveillance
to be “measures in according with the law” (Article 8 par. 2 ECHR):"

a) The conditions of their application must be predictable for every citizen;
b) There must be safeguards in place against abuse;
c) There need to be tools for controlling their proper use.

a) “Foreseeable” means that special investigative means are based on legislation, which is clear and
which is worded precisely. The Moldovan Draft Law would fulfil this requirement as all public
officials concerned would be informed upfront (Article 6), and in addition, detailed legislation
would regulate the use of surveillance.

b) Safeguards against abuse depend on the specific country situation. Examples of such safeguards
are: application only against the suspect and his/her contacts; application always in written form;
approval by the head of agency or the deputy. Those safeguards are foreseen in the Moldovan Draft
Law in Articles 9-11 (written “Professional Integrity Testing Plan [...] approved by the professional
integrity testing coordinator” which contains information about the “testing initiator, including test
initiation act data”, etc.).

c) As for control tools, three aspects are important:
ci) The existence of a control body
cii) Ex ante and ad hoc control
ciii) Ex post judicial control
ci) Judicial control would be the most obvious form of control. However, the ECtHR has also

admitted other forms, such as a parliamentary board or a specific supervisory commission,
independent of the authorities carrying out the surveillance. The Court emphasized the democratic

" Perry v. The United Kingdom, Application no. 63737/00, Judgment of 17 July 2003, § 40,
http://hudoc.echr.coe.int/sites/fra/pages/search.aspx?i=001-61228#{%22itemid%22:[%22001-61228%22]}.

"8 See above at chapter 4.2.

™ Toon Moonen, Special Investigation Techniques, Data Processing and Privacy Protection in the Jurisprudence of the
European Court of Human Rights, Pace Int’l L. Rev. Online Companion, Apr. 2010, 97 (106-107),
http://digitalcommons.pace.edu/cgi/viewcontent.cgi?article=1012&context=pilronline.
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character of such a board, “which can be reflected in a balanced membership”. In those
circumstances, such supervisory bodies may “be regarded as enjoying sufficient independence to
give an objective ruling.”®

cii) The Court also stated that before and during implementation of surveillance, the very nature and
logic of secret measures dictate that the surveillance and the accompanying review by an
independent body could or should take place without the individual’s knowledge.®

The Moldovan Draft Law does not foresee any control body for ex ante or ad hoc oversight of
integrity testing, may it be in the form of an investigative judge approving the Testing Plan and its
implementation, or a parliamentary committee working confidentially. This does not mean that the
Draft Law is automatically non-compliant with Article 8 ECHR: The case law of the ECtHR
concerns surveillance of all citizens by secret intelligence services, whereas the Draft Law concerns
neither “normal” citizens (but public officials), nor does it concern general surveillance, but only
surveillance during short integrity test scenarios. Furthermore, public officials are informed upfront
in general terms about the testing program. However, there would be a certain risk of the ECtHR
requiring oversight of such surveillance as well.

ciii) As far as the time after the surveillance is concerned, subsequent notification to each individual
affected might well jeopardize the long-term purpose that originally prompted the surveillance.®
Furthermore, such notification could reveal the working methods and fields of operation of the
intelligence services and even possibly to identify their agents.®®* Hence, not informing the
individual once surveillance has ceased cannot itself be incompatible with Article 8 of the ECHR.®*
However, the Court has recently reiterated its view that legislation excluding notification of the
surveilled in any case and at any time is intolerable:®

“The result of this [lack of notification] is that unless they are subsequently
prosecuted on the basis of the material gathered through covert surveillance, or
unless there has been a leak of information, the persons concerned cannot learn
whether they have ever been monitored and are accordingly unable to seek redress
for unlawful interferences with their Article 8 rights. [...] [Such a] law thus eschews
an important safeguard against the improper use of special means of
surveillance.”

The notification of public officials could have the necessary degree of abstraction in order to
safeguard the identity of agents and the working methods. It could, for example, indicate a broader

8 Klass v. Germany, App. No. 5029/71, Judgment of 6 September 1978, § 56,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57510#{%22itemid%22:[%22001-57510%22]}.

8 Klass v. Germany, App. No. 5029/71, Judgment of 6 September 1978, § 55,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57510#{%22itemid%22:[%22001-57510%22]}.

8 See in this context: Klass v. Germany, App. No. 5029/71, Judgment of 6 September 1978, § 58,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57510#{%22itemid%22:[%22001-57510%22]}.

# Toon Moonen, Special Investigation Techniques, Data Processing and Privacy Protection in the Jurisprudence of the
European Court of Human Rights, Pace Int’l L. Rev. Online Companion, Apr. 2010, 97 (113),
http://digitalcommons.pace.edu/cgi/viewcontent.cgi?article=1012&context=pilronline.

8 Klass v. Germany, App. No. 5029/71, Judgment of 6 September 1978, § 58,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57510#{%22itemid%22:[%22001-57510%22]}.

® Hadzhiev v. Bulgaria, Judgment of 23 October 2012, Application no. 22373/04, § 45,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-114076#{%22itemid%22:[%22001-114076%22]};
apparently, in the U.S., a contrary doctrine seems applicable: “In the United States, if the employee passes the integrity
test, they would never be notified that the test occurred.”, Christopher Pater, Glen Comesanas (Department of
Homeland Security Immigration and Customs Enforcement, Office of Professional Responsibility), Principles of
Integrity Testing in the United States and the Moldovan Approach, November 29, 2012 (unpublished), page 3.

8 Ass’n for Eur. Integration and Human Rights v. Bulgaria, App. No. 62540/00, Judgment of 28 June 2007, § 91,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-81323#{%22itemid%22:[%22001-81323%22]}.
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time period and a general state unit within which the testing took place, and could outline the testing
framework (simulation of a typical workplace situation with recording of the official’s conduct).

The Moldovan Draft Law foresees notification of each employee in case of a positive test result
(Article 12 par. 2), and of the employer in case of a negative test result (Article 13 par. 2). It is
assumed that the ensuing disciplinary investigation mandatorily foresees notification of the
employee. Otherwise, Article 13 par. 2 would be at risk of not complying with case law of the
ECtHR (for those employees who have not consented to the testing).

6.5.1.4. Proportionality

Targeted and random integrity tests would seem to be “necessary in a democratic society in the
interests of national security, [...], the economic well-being of the country, [and] for the prevention
of disorder or crime” in the sense of Article 8 par. 2 ECHR. This is somewhat more obvious for
targeted integrity tests which would be indicated by a first suspicion of the official to be corrupt.
But also random integrity tests would appear to be proportionate: As stated earlier, corruption can
be viewed as still systemic in the Moldovan public sector, with an average of more than a quarter of
all citizens experiencing bribe-taking or -giving in public administration.” This prevalent and
systemic corruption poses a serious risk to the State itself and calls — after years of anti-corruption
reforms — for new measures with enhanced efficiency. Integrity testing would seem the ideal tool
for breaking the vicious circle of silence, profit, and impunity.®

Whereas the above reasoning would already justify the introduction of integrity testing, one could
additionally consider the following aspect: Public officials generally have to subject themselves to
stricter standards, may it be in form of code of ethics may it be through (public) income and asset
declarations. The ECtHR has noted that the

“entitlement [to interference with privacy] might well be more far-reaching where
professional or business activities or premises were involved than would otherwise
be the case. "

In addition, the ECHR and case law by the ECtHR have subjected public officials to less protection
by human rights, than general citizens, for example in the realm of freedom of expression,® or
freedom of assembly and association.”

6.5.2. Council of Europe Recommendation on “special investigation techniques”

In 2005, the Council of Europe issued a Recommendation “on ‘Special investigation techniques’ in
relation to serious crimes including acts of terrorism”.% The Recommendation is applicable to

8 European Bank for Reconstruction and Development, “Life in Transition Survey” (2010), p. 39,
www.ebrd.com/downloads/research/surveys/LiTS2e_web.pdf.

% See above at chapter 6.2.

% Niemietz v. Germany, Application no. 13710/88, Judgment of 16 December 1992, § 31,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57887#{%22itemid%22:[%22001-57887%22]}

% \ogt v. Germany, Application no. 17851/91, Judgment of 26 September 1995: “[W]henever civil servants’ right to
freedom of expression is in issue the ‘duties and responsibilities” referred to in Article 10 para. 2 (art. 10-2) assume a
special significance, which justifies leaving to the national authorities a certain margin of appreciation in determining
whether the impugned interference is proportionate to the above aim.”,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-58012.

%1 See Article 11 par. 2 s. 2 ECHR: “This article shall not prevent the imposition of lawful restrictions on the exercise of
these rights by members of the armed forces, of the police or of the administration of the State.”

% Rec(2005)10 of the Committee of Ministers to member states (adopted by the Committee of Ministers on 20 April
2005 at the 924th meeting of the Ministers’ Deputies),
https://wcd.coe.int/ViewDoc.jsp?id=849269&BackColorinternet=9999CC&BackColorIntranet=FFBB55&BackColorL

009ed=FFACT5.
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“techniques [...] in the context of criminal investigations” (Chapter I). It is therefore not directly
applicable to the Moldovan Draft Law, which explicitly excludes the sphere of criminal and
administrative proceedings (Article 7 par. 2) and does only relate to disciplinary investigations.
However, it can be noted that the Moldovan Draft Law still complies with all major requirements of
the Recommendation:

- Legislative definition of “the circumstances in which, and the conditions under which, the
competent authorities are empowered to resort to the use of special investigation techniques”
(Chapter Il —a. General principles, par. 1 Draft Law);

- Chapter 1l —a. General principles, par. 4 Draft Law allows special investigation techniques
to be used once there “is sufficient reason to believe that a serious crime has been
committed or prepared, or is being prepared, by one or more particular persons or an as-yet-
unidentified individual or group of individuals.” Corruption is counted among the serious
crimes.*® As corruption can be viewed as still systemic in the Moldovan public sector, with
an average of more than a quarter of all citizens experiencing bribe-taking or -giving in
public administration,® there is sufficient reason to believe that “as-yet-unidentified
individuals” are committing the offence of corruption.

- As stated earlier, for many corruption situations there is no other equally effective method of
detection available.”® Hence, there is no “less intrusive investigation method” available
“than special investigation techniques (Chapter Il — a. General principles, par. 6 Draft Law).

- The use of the collected evidence follows general procedural rules. It can be assumed that
such rules allow inter alia for the review of the evidence by the defendant and thus
“safeguard the rights of the accused to a fair trial” (Chapter 1l —a. General principles, par. 7
Draft Law).

One aspect of the Recommendation seems problematic: Under Article 15 of the Moldovan Draft
Law, “disciplinary sanctions [...] can be contested by administrative or judicial means” whereas the
“Professional Integrity Testing Program (Plan), the professional integrity test and the testing report
cannot be contested.” This tends to deviate from Chapter 1l — a. General principles, par. 3 Draft
Law: “Member states should take appropriate legislative measures to ensure adequate control of the
implementation of special investigation techniques by judicial authorities or other independent
bodies through prior authorisation, supervision during the investigation or ex post facto review.”

6.6. International standards on agents provocateurs: Fair trial — Article 6 ECHR

Besides the use of special investigation techniques, the possible entrapment of public officials by an
agent provocateur could be a problematic aspect of integrity testing. Publications of international
organisations always refer to entrapment as a cause for a cautious use, however, without any
reference to national or international case law.*®

As far as public officials consent to being subjected to the testing program, their testing within the
legal limits would not interfere with their right to not being subjected to agents provocateurs. Thus,
undercover agents could instigate them to commit corruption offences, as long as the instigation is
not “excessive”. Article 6 par. 2 lit. g Draft Law “On Professional Integrity Testing” provides for a
respective caveat:

% Criminal Law Convention on Corruption (ETS 173), Preamble: “[Clorruption threatens the rule of law, democracy
and human rights, undermines good governance, fairness and social justice, distorts competition, hinders economic
development and endangers the stability of democratic institutions and the moral foundations of society”.

% European Bank for Reconstruction and Development, “Life in Transition Survey” (2010), p. 39,
www.ebrd.com/downloads/research/surveys/LiTS2e_web.pdf.

% See above at chapter 6.2.

% See above references in chapter 6.4.1.
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“Testers have [...] to refrain from excessive incitement/instigation of passive subjects
to commit criminal, administrative or disciplinary violations.”

There could be public officials who do not consent to the testing program and are disciplined
because of negative results. The question arises whether the right to a fair trial would set a certain
limit for undercover agents to actively initiate corrupt behaviour. The fair trial principle enshrined
in Article 6 par. 1 ECHR applies not only to criminal procedure, but also to civil and disciplinary
proceedings.” It prohibits the use of evidence which has been unfairly obtained. This includes
instances where an officer instigates an offence, and there is no evidence that it would have been
committed without their instigation. The question is where the line should be drawn between a mere
integrity test, i.e. a normal workplace situation which could or could not lead to unethical conduct
of the official and an “instigation”. In a situation, where police officers met a completely unknown
person for the first time, the ECtHR has held the following conduct as unfair:

“The officers said that they wished to buy 20 grams of heroin for 200,000 escudos
[~ €1,000] and produced a roll of banknotes from the Bank of Portugal. Mr Texeira
de Castro agreed to procure the heroin /.../. [T]he Court concludes that the two
police officers’ actions went beyond those of undercover agents because they
instigated the offence and there is nothing to suggest that without their intervention it
would have been committed. That intervention and its use in the impugned criminal
proceedings meant that, right from the outset, the applicant was definitively deprived
of a fair trial. Consequently, there has been a violation of Article 6 par. 1.”%

The case law of the ECtHR thus is somewhat stricter than the jurisprudence of some national
courts.” It should be kept in mind that the ECtHR has developed above case law with regard to
ordinary citizens, whereas public officials have to abide by a higher level of integrity and should
show a stronger resistance to “entrapments”. It is not fully justified to speak about “entrapment”
anyhow, where public officials — as under the Moldovan Draft Law — would be informed upfront of
the integrity testing, and thus be warned of the possible “trap”. Last but not least, above case law of
the ECtHR concerns criminal trials, whereas integrity tests under the Moldovan Draft Law would
only lead to disciplinary proceedings, and thus somewhat lighter sanctions.'®

°" Albert and Le Compte v. Belgium, Application no. 7299/75; 7496/76, Judgment of 10 February 1983, § 30,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57422#{%22itemid%22:[%22001-57422%22]}.

% Teixeira de Castro v. Portugal, Application no. 44/1997/828/1034, Judgement of 9 June 1998, §§ 10-11, 39,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-58193#{%22itemid%22:[%22001-58193%22]}; similarly:
Case of Constantin and Stoian v. Romania, Applications nos. 23782/06 and 46629/06, Judgment of 29 September 2009,
§ 55: “Nothing in the applicants’ past suggested a predisposition to trafficking in drugs. The fact alone that one of them
was a convicted drug user [...] cannot change the Court’s conclusion.”,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-94406; Ramanauskas V. Lithuania, Application no.
74420/01, Judgment of 5 February 2008, § 67: “Firstly, there is no evidence that the applicant had committed any
offences beforehand, in particular corruption-related offences. Secondly, as is shown by the recordings of telephone
calls, all the meetings between the applicant and AZ took place on the latter's initiative”,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-84935.

% See for example German Criminal Law, where violations of the right to a fair trial through agents provocateurs do not
hinder the criminal proceeding itself, but can lead only to a lenient sentencing; most recently in this sense the German
Supreme Court: “There is no provocation of an offence when the person is — without further influencing — only asked
whether he or she can procure drugs. Equally there is no provocation where an obvious willingness to commit or
continue a crime is made use of.”, Judgement no. 1 StR 116/01 of 30 May 2000, http://juris.bundesgerichtshof.de/cqgi-
bin/rechtsprechung/document.py?Gericht=bgh&Art=en&nr=17777&pos=0&anz=1; see also U.S. Supreme Court
(Predisposition to a criminal act may exist even in the absence of prior criminal involvement): “[T]he ready commission
of the criminal act, “such as where a defendant promptly accepts an undercover agent’s offer of an opportunity to buy or
sell drugs, may itself establish predisposition.”, Jacobson v. United States, 503 U.S. 540, 550 (1992).

1% The ECtHR has not yet decided whether disciplinary proceedings fall within the ambit of the criminal head of
Article 6 ECHR (in addition to the civil head), ECtHR, Key case-law issues, Compatibility Ratione Materiae Article 6
(Notion of “Criminal Charge”), Updated: 31/12/2006, www.echr.coe.int/NR/rdonlyres/B4F32DE3-8D21-403C-87D6-
22A2F0FC34B3/0/COURT n1946214 v2 Key caselaw issues__Article 6 Notion_of criminal__charge2.pdf.
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Therefore, there is good reason that undercover agents could instigate also non-consenting officials
to committing corruption offences, as long as the instigation is not “excessive” (Article 6 par. 2
lit. g Draft Law “On Professional Integrity Testing”). In any case unobjectionable would be if the
tester waited for the public official to start indicating the need for a bribe; the tester could then step-
by-step follow because at this stage the official would have already shown his predisposition for
corruption.

For targeted integrity tests the limit for instigation would be less strict as long as a sufficient
suspicion of corruption was the trigger for the targeted measure.

6.7. Other international standards
6.7.1.Non-discrimination — Article 14 ECHR

Sometimes the introduction of effective anti-corruption measures is resisted with the argument that
they could be abused against political opponents. It is interesting to note that such arguments often
come from the ruling elite in order to fend off effective anti-corruption reforms, and not from the
opposition itself. In any case, a selective use of integrity testing against political opponents'®* would
violate Article 14 ECHR. However, such a possibility exists for virtually any criminal or
disciplinary measure and does not affect the validity of the Draft Law, but only its implementation.
In addition does the Draft Law require written documentation on how the subjects of integrity test
were selected; according to Article 8 par. 2 Draft Law,

“The initiation and selection of subjects to be tested against professional integrity
are conducted on basis of: a) risks and vulnerabilities to corruption identified in the
activities of public entities; b) information available/gathered and complaints
received; c) explicit motivated requests made by the leadership of public entities. ”

In addition to this safeguard, there is a written “Professional Integrity Testing Plan [...] approved by
the professional integrity testing coordinator” which contains information about the “testing
initiator, including test initiation act data”. It is not clear, whether the U.S. legislation for random
integrity tests — if such dedicated legislation exists at all —, would adhere to such a high standard.

In addition, integrity tests will “be mandatorily recorded by technical audio or video
communications means” (Article 10 par. 3 Draft Law). The use of such strong evidence would
ensure the objectivity of any disciplinary proceeding and would supersede the standard of normal
criminal proceedings, where circumstantial or witness evidence could be sufficient for a conviction
(Article 95 par. 1 Criminal Procedure Code of the Republic of Moldova).

It should be noted in this context that even if a violation of the principle of equality should occur in
practice, this would not entitle disciplined officials to challenge their sanctions. Under European
principles of equality, a legally sanctioned person cannot claim to be treated equally with a person
that has escaped the same sanction due to the state’s failure (no right to “equality in injustice™).'%?

1% See in this context the argument raised Christopher Pater, Glen Comesanas (Department of Homeland Security
Immigration and Customs Enforcement, Office of Professional Responsibility), Principles of Integrity Testing in the
United States and the Moldovan Approach, November 29, 2012 (unpublished), page 1: “The blanket, open-ended
approach increases the risk of abuse by the tester for personal, political, and retribution reasons, because it does not
provide for an objective standard for initiating integrity tests.”

192 Sven Hélscheidt in: Meyer, Charta der Grundrechte der Europaischen Union [Charter of Fundamental Rights of the
European Union], 3" ed., 2010, Article 20 § 17; Walter Frenz, Handbuch Europarecht, Band 4, Europaische
Grundrechte [European Fundamental Rights], 2008, page 959.
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6.7.2.Right to judicial hearing — Article 13 ECHR

As stated above at chapters 6.5.1.3 and 6.5.2, judicial review of integrity tests cannot be excluded if
it affects the rights of the officials subject to the testing. It should be noted in this context that the
ECtHR sees any person affected in his/her rights if the secret measure could theoretically be applied
against him/her:

“The Court observes that it has in a number of previous cases held that to the extent
that a law institutes a system of surveillance under which all persons in a country
can potentially have their mail and telecommunications monitored, without their
ever knowing this unless there has been either some indiscretion, a deliberate leak,
or subsequent notification, it directly affects all users or potential users of the postal
and telecommunication services in that country. In all of those cases the Court
accepted that an individual may claim to be the victim of a violation occasioned by
the mere existence of secret measures or of legislation permitting them, without
having to allege that such measures were in fact applied to him or her [...]. The
Court added that in such cases, even where the actual risk of surveillance was low,
there was a greater need for scrutiny by it. "%

One could raise the question, whether it was possible to waive this right to a judicial hearing. The
Moldovan Draft Law does not foresee such a waiver though; the information about the law and the
consent to the integrity tests under Article 6 Draft Law would not be sufficient for such a waiver.
Even if such a direct waiver was foreseen, it would probably be at least questionable whether such
an ex ante waiver for an unforeseeable necessity of judicial recourse would be valid. The ECtHR
has so far only admitted ad hoc waivers in very concrete cases. Furthermore, case law on individual
rights suggests certain limits to waiving judicial review:

“Finally and above all, the right to liberty is too important in a ‘democratic society’
within the meaning of the Convention for a person to lose the benefit of the
protection of the Convention for the single reason that he gives himself up to be
taken into detention. Detention might violate Article 5 (art. 5) even although the
person concerned might have agreed to it. When the matter is one which concerns
ordre public within the Council of Europe, a scrupulous supervision by the organs of
the Convention of all measures capable of violating the rights and freedoms which it
guarantees is necessary in every case. "%

6.7.3. Lawmakers and judges

The Draft Law excludes lawmakers from its applicability, and only includes Staff of the Parliament
Secretariat (Annex 2). From the perspective of fighting corruption, this exclusion of lawmakers is
somewhat regrettable: This group of officials exercises great power and discretion, both having the
potential for being high-priced “commodities”. A recent high-profile bribery case at the European
Parliament underlines this risk.'®® However, testing lawmakers would not be easy, as any measure
of covert surveillance would risk on secretly recording their political views when communicating

193 Hadzhiev v. Bulgaria, Judgment of 23 October 2012, Application no. 22373/04, § 38,
http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-114076#{%22itemid%22:[%22001-114076%22]}.

1% De Wilde, Ooms And Versyp (“Vagrancy”) v. Belgium, Application no. 2832/66; 2835/66; 2899/66, Judgment of
18 June 1971, § 65, http://hudoc.echr.coe.int/sites/eng/pages/search.aspx?i=001-57606.

1% BBC, 9 August 2012, Austrian ex-MEP on bribery charge over Strasbourg ‘deal’, A former Austrian interior
minister and Euro MP, Ernst Strasser, has been charged in Vienna with corruption, http://www.bbc.co.uk/news/world-

europe-19196486.
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with constituents. This would pose a problem, wherever lawmakers enjoy constitutional rights on
the confidentiality of their communication.'®

As far as judges are concerned, the Draft Law includes them into its applicability. However, with
judges exists no problem of confidentiality similar to lawmakers. They often enjoy certain
confidentiality when deliberating on a concrete case as a chamber in camera. However, there is no
such confidentiality when they communicate with parties. On the contrary, with regard to their
impartiality and to the fairness of proceedings, such communication is exactly supposed to be
transparent, if it is allowed at all.*”’

The independence of judges would protect from any undue influence by the executive which would
endanger their impartiality. Even if integrity tests would go as far as offering a bribe, this would not
amount to any undue influence on the impartiality of judges. Such undercover bribe offers would
always be “fake” and would not be used to actually influence the outcome of a trial. 1%

7. CONCLUSION

For compliance with international standards, the following observations can be made:

1) Stricter penalties for corruption offences: The higher maximum fines and longer
occupational bans would strengthen deterrence and keep corrupt officials from returning to
office. There is no indication that these measures would be excessive and thus not be in line
with international standards. On the contrary, the maximum level of fines for legal persons
(the equivalent of about €25,000) is still quite low, and would probably rather be questioned
by the Group of States against Corruption (GRECO). The maximum sanction for malicious
default of payment of up to 15 years of imprisonment could be excessive under ECtHR case
law.

2) Mlicit enrichment: The Draft Law “On Amendment of Certain Laws” shows an innovative
way of avoiding the human rights challenges usually associated with this offence
(presumption of innocence and self-incrimination). Illicit enrichment as defined in the Draft
Law would leave the burden of proof fully with the prosecution. While over 40 countries
worldwide have already introduced this offence, Republic of Moldova would be the first
country in Europe doing so besides Ukraine. Once this new offence has passed its practical
test, it could serve as a model for other countries in the region which are deliberating on
introducing this offence as well.

3) Extended confiscation: The measure follows the draft regulations as recently proposed by
the European Union and is in line with the Council of Europe standards.

4) Integrity testing:

a) Effectiveness against corruption: The measure reflects examples of targeted and
random testing as successfully carried out in the U.S., UK and Georgia. The OECD,

1% See for example German Constitution, Article 47 [Right of refusal to give evidence]: “Members may refuse to give
evidence concerning persons who have confided information to them in their capacity as Members of the Bundestag, or
to whom they have confided information in this capacity, as well as evidence concerning this information itself. To the
extent that this right of refusal to give evidence applies, no seizure of documents shall be permissible.”,
https://www.btg-bestellservice.de/pdf/80201000.pdf.

97 See for example Larry Campagna, “The Prohibition of Ex Parte Communications by Appeals Officers.”, The
Practical Tax Lawyer 16 (2002).

1% Consultative Council of European Judges (CCJE), Opinion no 1 (2001) of the Consultative Council of European
Judges (CCJE) for the attention of the Committee of Ministers of the Council of Europe on standards concerning the
independence of the judiciary and the irremovability of judges, par. 11-12,
https://wcd.coe.int/ViewDoc.jsp?Ref=CCIE%282001%290P1&Sector=secDGHL &L anguage=lanEnglish&Ver=origin
al&BackColorinternet=FEF2E0&BackColorIntranet=FEF2EQ0&BackColorL ogged=c3c3c3.
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b)

d)

OSCE, UNODC, World Bank and Transparency International have acknowledged
targeted and random testing as a very effective tool against corruption.

Judicial review — Article 13 of the European Convention on Human Rights (ECHR):
Article 15 par. 2 of the Draft Law “On Professional Integrity Testing” seems to limit
judicial review to disciplinary sanctions. It cannot be excluded that not only the ensuing
sanction but also the testing itself would violate the rights of public officials, especially
with regard to their privacy (Article 8 ECHR). Hence, Article 15 par. 2 of the Draft Law
should be reviewed in light of Article 13 ECHR and the possibility of challenging the
testing in court, as far as it affects individual rights.

This is the only aspect of the Draft Law “On Professional Integrity Testing” which
would obviously need review. All following issues probably concern rather the
implementation of the Draft Law.

Agent provocateur — Article 6 ECHR: As far as public officials consent to being
subjected to the testing program, their testing within the legal limits would not interfere
with their right to a fair trial. Thus, undercover agents could instigate them to commit
corruption offences, as long as the instigation is not “excessive” as indicated in Article 6
par. 2 lit. g Draft Law “On Professional Integrity Testing”.

There could be public officials who do not consent to the testing program, and are
disciplined because of negative results. There are good arguments that undercover agents
could instigate also non-consenting officials to committing corruption offences, as long
as the instigation is not “excessive” (Article 6 par. 2 lit. g Draft Law “On Professional
Integrity Testing”). In any case, a definitely unobjectionable scenario would be to wait
for the public official to start indicating to ask for a bribe; the tester could then step-by-
step follow because the official would have then already shown his predisposition for
corruption.

Privacy — Article 8 ECHR: The right to privacy might not be applicable to integrity
testing at the workplace. Even if it is, as far as public officials consent to being
subjected to the testing program, their testing within the legal limits would not interfere
with their right to privacy.

If public officials do not consent to the testing program, certain case law of the
European Court of Human Rights (ECtHR) provides strong arguments why their testing
would still be compliant with their right to privacy: the testing is limited to their
professional sphere; all officials would know in advance of possible tests; furthermore,
the testing would not serve criminal investigations, but only aim at disciplinary
proceedings. In addition, public officials have to acquiesce in certain limitations to their
human rights. However, the ECtHR has not yet decided specifically on disciplinary
testing of public officials. Hence, there remains a manageable risk that the ECtHR might
raise concerns with testing public officials who object to this measure. The most
prominent aspect in this context could be the absence of any control body for ex ante or
ad hoc oversight of integrity testing, such as an investigative judge approving the
Testing Plan and its implementation, or a parliamentary committee working
confidentially. In addition, ex post judicial review would need to be available with
regard to Article 8 as is the case with regard to Article 13 ECHR. Foreseeing more
control would reduce the remaining risk of non-compliance with the ECHR.
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8. APPENDIX

All following Draft Laws and Informative Notes have been provided for by the Moldovan
authorities in the following English translation. Romanian versions of the Draft Laws are available
at:

8.1. Draft Law “On Amendment of Certain Laws”

Draft
Law
On amendment of certain laws
Parliament the present organic law.
Art. I. — Law No. 544-XI1l from July 20,1995 on the Status of Judge (re-published in

Monitorul Oficial of Moldova in 2002, No. 117-119, Art. 946), with subsequent amendment, shall
be amended as follows:

1. Article 8 is added a new paragraph (3') with the following text:

»(3') The communication of judges with trial participants and other third parties is
forbidden, including with public dignity officials, from the moment of registering the case file in the
court until the court's decision about the case is final, in case such kind of communication is related
to a case or a particular issue and/or to a probable outcome of the case and breaches the judge's
principles of independence, impartiality and of an adversarial trial”.

2. Paragraph (7) of article 9 after the word "public” is added the text: "which compulsory
includes the polygraph testing, according to the Law No. 269 from December 12 2008 on
Application of Polygraph Testing”.

3. Paragraph (2) of article 15 shall have the following text:

»(2) In case the forbidden communication between a judge and a trial participant or other
third parties was admitted, including with public dignity officials, based on the stipulations of
paragraph (3') of Art. 8, in the same day the judge is obliged to inform the court's president in
written about this fact. In case the communication was held with the court's president then the
court's president has to immediately inform in written the Superior Council of Magistrates.

Art. 1. - Law No. 947-XI1l from July 19, 1996 on Superior Council of Magistrates re-
published in Monitorul Oficial of Republicii Moldova, 2003, No. 186-188, Art. 752), with
subsequent amendments is added article 22" with the following text:

LArticle 221, Review of information on ex-parte communication
(1) The information about judges' communication with trial participants and other third
partiesla including with public dignity officials, based on stipulations of paragraph (3') of article 8
from the Law on Status of Judges are reviewed in at most 15 days from the date of information's
registration by the Superior Council of Magistrates.
(2) After reviewing the information the Superior Council of Magistrates decides on the
following matters:

a) Passing of information to the Prosecutor General's Office in case the constitute elements
of crime provided for by Article 303 from Criminal Code or of the contravention stipulated by
Avrticle 317 (2) of Contraventions Code are present;

b) Informing the leadership of the authority or of the competent self-administration body
within which the persons who admitted the ex-parte communication with judges are working;
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c¢) Informing the Disciplinary Board for disciplinarily sanctioning the judge, in case the
information on ex-parte communication does not correspond to reality".

Art. 11l. — Criminal Code of Moldova NO. 985-XV April 18 2002 (re-published in
Monitorul Oficial of Moldova, 2009, No. 72—-74, Art. 195), with subsequent amendments, shall be
amended as follows:

1. Paragraph (1) of article 55 is added the text "except the crimes provided for by Art.
326",

2. Avrticle 64:

Paragraph (3) shall have the following text:

"(3) The amount of fine for natural persons shall be set within the limits of 150 to 1,000
conventional units, and for crimes committed with pecuniary interest of up to 10,000 conventional
units. The amount of fine shall be set depending on the seriousness of committed crime and of the
defendant's and his family pecuniary situation. Taking into account the circumstances of the case,
the court may order the payment of fine in tranches in a timeframe of up to five years.";

At paragraph (4) the text "10,000 conventional units" shall be replaced with ,, 20,000
conventional units". ;

At paragraph (5) the text "within the limits of terms provided for by Article 70” shall be
replaced with text "within the limits of terms of maximum penalty, provided for by the article from
the Special Section of the Present Code”.

3. Article 106/1 is completed as follows:

"Article 106/1. Extended Confiscation

(1) are subject to confiscation other goods than those mentioned in art. 106, where a person is
convicted of any of the following offenses if the offense was committed with pecuniary interest and
the penalty provided for by law is imprisonment for five years or more:

a) crimes related to illegal circulation of drugs, psychotropic substances and precursors;

b) trafficking in human beings and trafficking in children;

¢) child pornography;

d) pimping;

e) money laundering;

f) terrorist related crimes;

g) crimes relating to breaching the regime of weapons and ammunition, nuclear materials and other
radioactive materials and explosives;

h) economic crimes;

i) illegal migration;

J) crimes of corruption those associated with corruption;

k) tax evasion crimes;

I) customs related crimes;

m) intentional insolvency crimes;

n) computer and electronic payment crimes;

0) trafficking in organs, tissues or cells of human origin.

(2) Extended confiscation shall be ordered if the following requirements are cumulatively met:

a) the value of assets acquired by the convicted person, within a period of 5 years prior and if
necessary, after the commission of crime, before issuing the judgment, obviously exceeds the
income legally obtained by this person;

b) the court is convinced that the assets have been generated from criminal activities referred to in
par. (1).

(3) In applying the provisions of par. (2) it has to be taken into account the value of assets
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transferred by the convicted person or by a third party to a family member, to persons with whom
the convicted person has established relations similar to those between spouses or between parents
and children, in case they live with this person, to legal entities over which the convicted person has
control.

(4) Under this Article, money shall be understood as assets.

(5) In determining the difference between the legal income and the value of acquired assets, the
value of assets at the date when they were acquired and the expense made by the convicted person
or persons provided for by par. (3) shall be taken into account.

(6) If the assets subject to confiscation cannot be found, money and other assets which can cover
their value shall be confiscated.

(7) Are subject to confiscation also the assets obtained from the exploitation or use of assets which
are subject to confiscation.

(8) The confiscation cannot exceed the value of assets acquired within the timeframe provided for
by par. (2), if it exceeds the level of convicted person's income. "

4. Article 256:

Paragraph (1):

after the text "of a remuneration” the text "of other pecuniary benefits" is added,

In the sanctioning provision the text "up to 200 conventional units" is replaced by "from 200
to 400 conventional units";

In the sanction of par. (2), the text "from 200 to 400 conventional units" is replaced by
"from 400 to 1,000 conventional units."”

5. Article 324:

The sanction of par. (1) shall be read as follows:

"It is punishable by a fine in the amount of 4,000 to 6,000 conventional units or by imprisonment
from 3 to 7 years, in both cases with the deprivation of the right to hold certain positions or to
practice certain activities for a term of 5 to 10 years. "

The sanction of par. (2) shall be read as follows:

"Shall be punished by a fine of 6,000 to 8,000 conventional units or by imprisonment from 5 to 10
years, in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a term of 7 to 10 years. "

The sanction of par. (3) shall read as follows:

"Shall be punished by a fine of 8,000 to 10,000 conventional units or by imprisonment from 7 to 15
years, in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a term of 10 to 15 years. "

shall be completed with par. (4) as follows:

"(4) The actions mentioned in par. (1), committed in proportions which do not exceed 100
conventional units

shall be punished by a fine of 1,000 to 2,000 conventional units with the deprivation of the right
to hold certain positions or to practice certain activities for a term up to five years. "

6. Article 325:

The sanction of paragraph (1) shall be read as follows:
"punishable by a fine of 2,000 to 4,000 conventional units or by imprisonment for up to 6 years and
the legal entity shall be punished by a fine in the amount of 6,000 to 10,000 conventional units with
the deprivation of the right to practice certain activities. ";

The sanction of paragraph (2) shall be read as follows:

"punishable by a fine of 4,000 to 6000 conventional units or by imprisonment for 3 to 7 years and
the legal entity shall be punished by a fine of 10,000 to 14,000 conventional units with the
deprivation of the right to practice certain activities . "
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The sanction of paragraph (3) shall be read as follows:
"punishable by a fine of 6,000 to 8,000 conventional units or by imprisonment from 6 to 12 years
and the legal entity shall be punished by a fine of 14,000 to 18,000 conventional units with the
deprivation of the right to practice certain activities , or liquidation of the legal person. ".

7. Article 326:

In the sanction of par. (1) the text "from 500 to 1,500 conventional units" is replaced by "from
2,000 to 3,000 conventional units" and the text "“from 2,000 to 4,000 conventional units" is replaced
by "from 4,000 to 6,000 conventional units ",

In the sanction of par. (1/1) the phrase "from 500 to 1,500 conventional units" is replaced by
"from 2,000 to 3,000 conventional units" and the text "from 2,000 to 4,000 conventional units" is
replaced by "of 3,000 to 5,000 conventional units ";

In the sanction of par. (2) the text "from 1,000 to 3,000 conventional units" is replaced by "of
3,000 to 4,000 conventional units, and the text "from 3,000 to 8,000 conventional units "are
replaced by "from 5,000 to 10,000 conventional units ";

The sanction paragraph (3) shall be read as follows:

"punished by a fine of 4,000 to 6,000 conventional units or by imprisonment for 3 to 7 years and the
legal entity shall be punished by a fine of from 7,000 to 12,000 conventional units with the
deprivation of the right to exercise certain activities or by the liquidation of the legal entity. ".

8. Article 327:

In the sanction of par. (1) the text "from 150 to 400 conventional units" is replaced by "of 300
to 800 conventional units” and the text "up to 5 years" shall be replaced with "from 2 to 5 years";

In the sanction of par. (2) the text "from 500 to 1,000 conventional units" is replaced by "of
1,000 to 2,000 conventional units” and the text "up to 5 years" shall be replaced with the text "from
5to 10 years ";

In the sanction of par. (3) the text "up to 5 years" shall be replaced by "10 to 15 years".

9. Article 328:

In the sanction of par. (1) the text "from 150 to 400 conventional units" is replaced by "of 300
to 800 conventional units” and the text "up to 5 years" shall be replaced with "from 2 to 5 years";

In the sanction of par. (2) the text "up to five years" shall be replaced with the text "from 5 to
10 years";

In the sanction of par. (3) the text "up to five years" shall be replaced by "10 to up to 15 years."

10. Article 329:

In the sanction of par. (1) the phrase "up to five years" shall be replaced with "from 2 to 5
years."

In the sanction of par. (2) shall be read as follows:
"punishable with imprisonment from 2 to 6 years with deprivation of the right to hold certain
positions or to practice certain activities for a term of 5 to 10 years.

11. Complete with Article 330/2 as follows:

"Article 302/2. lllicit enrichment
(1) Willful action of a public person that led to the person's illicit enrichment, with substantial
increase of his/her assets and which exceeds his/her legal income,

shall be punished by a fine of 6,000 to 8,000 conventional units or by imprisonment for 3 to
7 years, in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a term of 10 to 15 years.,
(2) The same actions committed by a person with public dignity,
shall be punished by a fine of 8,000 to 10,000 conventional units or by imprisonment from 7 to 15
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years, in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a term of 10 to 15 years.

(3) A person who has acquired the indicated assets from a third party shall be released from
criminal liability for illicit enrichment, if he/she reported the crime, without knowing that law
enforcement are aware about the crime he/she committed and actively contributed to identify the
origins of assets. "

12. Article 332:
In the sanction of par (1) the text "up to 500 conventional units" is replaced by "of 500 to
1,000 conventional units™ and the text "up to 5 years™ shall be replaced with "from 2 to 5 years *;
In the sanction of par. (2) the text "from 500 to 1000 conventional units™ is replaced by "of
1,000 to 2,000 conventional units” and the text "“from 2 to 5 years™ is replaced by "from 5 to 10
years. "

13. Article 333:
In the sanction of par. (1) the text "from 500 to 1500 conventional units™ is replaced by "of
1,000 to 3,000 conventional units™ and the text "up to 5 years" shall be replaced with "2 to 5 years *;
In the sanction of par. (2) the text "from 1,000 to 3,000 conventional units™ is replaced by
"from 2,000 to 4,000 conventional units" and the text "from 2 to 5 years" is replaced by "from 5 to 7
years. "
The sanction paragraph (3) shall be read as follows:
"punishable by a fine of 4,000 to 6,000 conventional units or by imprisonment from 3 to 10 years,
in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a term of 5 to 7 years";
completed with par. (4) as follows:
"(4) The actions mentioned in par. (1), committed in proportions which do not exceed 100
conventional units,
shall be punished by a fine of 500 to 1,500 conventional units with the deprivation of the right to
hold certain positions or to practice certain activities for a term up to 3years ".

14. Article 334:

In the sanction of par (1) the text "from 500 to 1,000 conventional units" is replaced by "of
1,000 to 2,000 conventional units" and the text "“from 1,000 to 2,500 conventional units" shall be
replaced with the term "from 4,000 to 8,000 conventional units *.

In the sanction of par. (2), the text "“from 1,000 to 2,000 conventional units" is replaced by
"from 2,000 to 4,000 conventional units" and the text “from 2,000 to 4,000 conventional units" shall
be replaced with the term "from 8,000 to 12,000 conventional units *;

The sanction of par. (3) shall be read as follows:
"punishable by a fine of 6,000 to 8,000 conventional units or by imprisonment for 3 to 7 years and
the legal entity shall be punished by a fine of from 12,000 to 14,000 conventional units with the
deprivation of the right to exercise certain activity, or liquidation of the legal person *.

15. Article 335:
In the sanction of par. (1), the text "from 150 to 400 conventional units™ is replaced by "of 300

to 800 conventional units™;

shall be completed with par. (21) as follows:
"(21) The actions mentioned in par. (1) if these had serious consequences,
"Shall be punished by a fine of 1,000 to 2,000 conventional units or by imprisonment from 2 to 6
years, in both cases with the deprivation of the right to hold certain positions or to practice certain
activities for a period from 2 to 5 years".

Paragraph (3) shall be read as follows:
"(3) abuse of power committed in the interest of an organized criminal group or of a criminal

38



organization,
shall be punished with imprisonment from 3 to 7 years with deprivation of the right to hold certain
positions or to practice certain activities for a term of 10 to 15 years".

Article IV - Law no. 269-XVI of December 12, 2008 on Polygraph Testing (Monitorul Oficial of
Moldova, 2009, no. 57-58, art. 161), as amended and supplemented, shall be amended as follows:

1. Paragraph (4) of Article 3 after the text "granted" shall be added the text "Superior Council of
Magistracy and Superior Council of Prosecutors."

2. Article 4 is added a new sub-paragraph, "a/1" as follows:
a/l) participate in the competition for appointment to the position of judge and prosecutor;".

3. Article 7 after the word "compulsory" shall be added the text “persons who attend the
competition for appointment to the position of judge and prosecutor".

Article V - Article 39 of Law No. 294-XV1 of December 25, 2008 on the Prosecution Service
(Monitorul Official of Moldova, 2009, no. 55-56, art. 155), with subsequent amendments, shall be
added paragraph (2/1) as follows:

"(2/1) upon submission of documents, the applicant is informed about the initiation of vetting in
compliance with Law no. 271-XVI of December 18, 2008 on Verification of Candidates to Public
Offices, which will compulsory include the polygraph testing according to Law No. 269 of
December 12, 2008 on Polygraph Testing and signs the vetting statement".
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8.2. Draft Law “On Professional Integrity Testing”
Draft

LAW
ON PROFESSIONAL INTEGRITY TESTING

Pursuant to Article 72 para. (3). r) of the Constitution, Parliament adopts this organic law.

CHAPTER I
GENERAL PROVISIONS

Article 1. Scope

This law sets goals, principles, methods and procedures for professional integrity testing conducted
in public entities.

Article 2. Testing purposes
Professional integrity testing is performed to:

a) ensure the professional integrity, preventing and combating corruption in public entities;
b) verifying the observance of obligations / duties and conduct by public officials;

c) identify, assess and eliminate vulnerabilities and risks that could cause / encourage acts of
corruption and corruption related acts or acts of corrupt behavior;

d) avoid improper influence in the exercise of obligations / duties of public officials.

Article 3. Principles

Professional integrity testing is conducted in compliance with following mandatory principles:
a) legality;

b) information (transparency);

c) respect for human rights and fundamental freedoms, human and professional dignity;

d) priority of public interest;

e) fair, equal and non-discriminatory treatment of subjects tested;

f) avoiding prejudice to authority, prestige and image of public entities and public officials;

g) presumption of good faith;

h) proportionality.

Article 4. Terms
In this law, the following terms shall mean:

public agents — employees working in the public entities, including those in single-function
positions;

public entities - public authorities, regardless of rank and status, including institutions,
organizations, enterprises, bodies, individuals and businesses, operating in the public sector,
operating as a public authority in order to achieve public interests. The list of public entities is an
integral part of this Law;

professional integrity - the quality and reputation of a person to perform duties/legal and
professional duties honestly, flawless, with high moral and maximum fairness, as well as
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conducting business in a professional, impartial and independent, without any abuse, observing
public interest, the supremacy of the Constitution and the law;

professional integrity testing - verification of compliance/professional integrity compliance in
public entities in order to identify, assess and eliminate vulnerabilities and risks determining acts of
corruption and corruption related deeds or acts of corrupt behavior, improper influences related to
performance of job obligations/duties;

professional integrity test - development and application by the tester of some virtual, simulated
situations, similar to those of from the work activity, evidenced by covert operations conditioned on
tested persons' situational behavior, performed in order to establish tests subjects' reaction and
conduct;

professional integrity tester - person under this Law and other special laws authorized with powers
and duties to conduct professional integrity testing.

Article 5. Subjects of this Law

(1) The active subjects over whom extends the application of this Law are professional integrity
testers as well as agencies authorized to perform these tests:

a) National Anticorruption Center;
b) Security and Information Service of Moldova.

(2) The passive subjects over which extends the application of this law are public officials who are
subjects to testing, as well as public entities in which they operate or which employ them, listed in
the Annex to this Law.

Article 6. Rights and obligations

(1) Public agents have the following rights and obligations:

a) to be personally informed beforehand, when commencing their employment with the public
entity about the likelihood of integrity testing and record their agreement in writing;

b) to record their agreement for integrity tests in writing, if they are already employed with public
entities which are subjects to this law. Lack of such an agreement may not constitute grounds for
disciplinary liability exemption if professional integrity testing turned negative results.

c) to be informed about ways to appeal against disciplinary sanctions imposed as a consequence of
negative test results;

a) to be appreciated and promoted in higher positions for commendable conduct, confirmed by
professional integrity testing.

(2) Testers have the following rights and obligations:

a) to independently determine the subjects and frequency of testing;
b) to be specially trained in the methods and means used for testing;
c) to ensure the confidentiality of tests;

d) to inform the leadership of public entities on tests carried out;

e) do not unfoundedly and abusively generate administrative contraventions and crimes in their test
activities;

f) to take all measures to avert any negative consequences or harm to third persons in connection
with testing performance;

g) to refrain from excessive incitement/instigation of passive subjects to commit criminal,
administrative or disciplinary violations.
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Article 7. Guarantees

(1) Public agents hold only disciplinary responsibility in cases of negative professional integrity test
results, depending on the gravity of the failings identified and in accordance with legislation
governing the activities of respective public entities.

(2) The results and materials of professional integrity tests cannot be used as evidence in criminal
and administrative procedures against public agents.

(3) The use of test materials in civil procedures is allowed under conditions of civil procedure law,
only to appeal against the disciplinary sanctions imposed.

(4) Motivated risk actions committed by testers to draw the attention of testees are not considered
administrative contraventions or disciplinary misconduct if these actions may not be committed
without the involvement of these risks.

(5) If the professional integrity testing established that the public agent had committed other
activities/illegal acts unrelated to the testing, the tester shall inform the prosecutor about these acts,
so that the latter can undertake appropriate measures required under the law.

CHAPTER II
PROFESSIONAL INTEGRITY TESTING PROCEDURES

Article 8. Testing Initiation

(1) Professional integrity testing is initiated by:

a) The National Anti-Corruption Center on all public entities, except for the Security and
Information Service;

b) Security and Information Service on the National Anti-Corruption Center employees;
c) Security and Information Service Internal Security subdivision on SIS employees.

(2) The initiation and selection of subjects to be tested against professional integrity are conducted
on basis of:

a) risks and vulnerabilities to corruption identified in the activities of public entities;

b) information available/gathered and complaints received;

c) explicit motivated requests made by the leadership of public entities.

(3) The decision to conduct an integrity test is taken independently by the subject authorized to
perform the testing without informing the concerned public entity's management. If necessary, the
testers collaborate with representatives of the public entity which employs the tested public agent,
according to this Law and other special normative acts regulating cooperation in this field.

Article 9. Testing authorization and coordination

(1) Coordination of professional integrity testing is performed by a person responsible from the
management of the National Anti-Corruption Centre or the Security and Information Service.
(2) For each professional integrity testing action, the testing coordinator confidentially assigns other
persons responsible for ensuring the performance of all testing activities and for the preparation of
Professional Integrity Testing Plan, as well as for submitting testing activities result reports.

(3) Professional Integrity Testing Plan is a confidential document approved by the professional
integrity testing coordinator and shall contain the information about:
a) testing initiator, including test initiation act data;

b) testing subjects;

c) planned covert operations;

d) location, duration, participants and the logistic aspects of testing;

e) simulated virtual situations, behavioral assumptions and choices of action and liabilities for both
the active of passive testing subjects;
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f) actions that may be considered motivated risk-based;

g) other relevant information to perform the testing.

(4) Public official responsible for conducting the testing may change the Professional Integrity
Testing Plan from the office or when necessary, if additional information dictates so. The testing
coordinator is informed about the changes performed in the testing activity.

Article 10. Means and methods of integrity testing and documenting

(1) Professional integrity testers are employees of the National Anti-Corruption Centre or the
Security and Information Service which conduct their activities covertly.

(2) In special circumstances, some other people may also be involved in the professional integrity
testing, provided they had agreed to do it beforehand and there are guarantees that they will not
expose their work.

(3) In order to objectively assess the professional integrity test results, they will be mandatorily
recorded by technical audio or video communications means, available with the tester/or on its
property.

(4) In conducting professional integrity testing, some documents which support the simulated
situation or cover may be utilized, including the cover-related documents.

(5) During the course of professional integrity testing, some transport means, audio-video,
communications, and other technical equipment aimed at obtaining covert information available
with the National Anti-Corruption Center and/or the Security and Information Service may be used
as well. If necessary, when the use of the National Anti-Corruption Center and/or the Security and
Information Service equipment is undesirable or impossible, some other sources means may also be
used with the prior consent of their owner/keeper, but without disclosing their respective real use
information.

(6) In order to ensure the accuracy of professional integrity testing, the testers can transmit/promise
to transmit money, other goods, services, privileges and advantages in small amounts, and the
possibility of passing these values and their costs are to be indicated in advance in the testing Plan.

Acrticle 11. Test report and materials

(1) On finishing the professional integrity testing, the person responsible makes the report on the
testing results, which will include information on:

a) testing initiator;

b) description of the performed testing activities and other relevant issues;

c) tested subject's behavior and actions during the testing;

d) the findings on vulnerabilities and risks that cause or may cause the employee to commit acts of
corruption and corruption-related acts or corrupt behavior or actions to admit undue influence in
connection with the exercise of his/her duties;

e) conclusions and proposals regarding the positive or the negative test results.

(2) The report under paragraph (1) shall be made in a way to prevent the disclosure of those
involved in the performance of the professional integrity test.

(3) In the audio and video records the voices and images of persons other than the test subject shall
be distorted so as to not be recognized. If necessary, the images of vehicles, premises, other
backgrounds and sounds recorded may be distorted as well.

Chapter 111
PROFESSIONAL INTERGRITY TESTING RESULTS AND CONSEQUENCES

Article 12. Positive results of professional integrity testing
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(1) The positive outcome of professional integrity testing is when the testing report shows that the
tested public agent demonstrated professional integrity and impeccable behavior.
(2) In case of a positive test result, the institution which performed the testing informs the
leadership of the public entity which employs the testee about the results, after a certain period of
time, ensuring the confidentiality and privacy of the testing situation.

(3) The head of the entity or the public service which employs the tested subject will inform the
staff about the test performed on their employee, but without naming the subject tested.

(4) Subsequent handling of positive test results information will become the responsibility of the
respective public entity.

Article 13. Negative testing results

(1) The negative professional integrity testing result constitutes situation where the test report says
that the tested public agent failed to demonstrate professional integrity and irreproachable conduct,
admitted/committed acts which represent the violation of job related duties/obligations.

(2) In case of a negative test result, the testing institution notifies the employing agency about it in
order to take appropriate disciplinary actions in accordance with law. If the subject tested was the
head of the institution or one of his deputies, a higher hierarchical institution will be informed.

(3) The institution which conducted the testing will provide the employing public entity with the
original testing video and sound recordings, other materials that confirm the negative result of the
testing, while respecting the mandatory confidentiality and privacy compliance.

(4) The employing public entity shall examine the negative testing materials within 30 days from
the date of receipt and shall inform the institution that performed the testing on the measures taken
and sanctions imposed against the employee, submitting a copy of the respective decision.

(4) If the professional integrity testing discovered other illegal activities of the tested subjects or
third parties, the institution which conducted the testing notifies other competent authorities to take
appropriate measures according to the existing legislation.

Article 14. Consequences of negative test results

(1) Disciplinary sanctions following the negative outcome of professional integrity testing are
applied in accordance with the legislation which governs the activity of the employing authority/
public service.

(2) Upon receipt of notification of a negative test result and prior to finalizing disciplinary
proceedings, the employee cannot be dismissed at his/her own initiative.

(3) Upon completion of disciplinary proceedings, the public entities/public service staff shall be
informed about the main issues arising from the testing results and sanctions adopted.

(4) The amounts of money and/or other property received over the course of the testing or their
equivalent shall be returned/recovered by the tested employee.

(5) Over the course of the following 7 years, the employee who was fired due to the negative
professional integrity testing is considered as not possessing the impeccable reputation and cannot
be appointed in positions requiring the above employment criterion.

(6) Professional integrity testing records are held at the National Anti-Corruption Center and the
Security and Intelligence Service and their excerpts are issued at the request of public entities that
are subjects to this law. Regulations on processing and use of these records shall be approved by
heads of handling institutions.

Article 15. Contesting the applied disciplinary sanctions
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(1) Disciplinary sanctions imposed as a result of a negative integrity test result can be contested by
administrative or judicial means in accordance with the existing appeal procedures established by
legislation.

(2) Professional Integrity Testing Program (Plan), professional integrity test and the testing report
cannot be contested.

Article 16. Keeping professional integrity test materials

(1) Audio-video recordings and other professional integrity test materials are kept:
a) in case of a positive result — until the internal notification of the test subject employing public
entity;

b) in case of a negative outcome - until the final and irrevocable court decision enters into force or
until the expiration of the time period when the applied disciplinary sanction may be contested in a
court of justice.

(2) After the expiration of deadlines set forth in paragraph (1), the materials are returned to the
agency which conducted the professional integrity testing, which will further proceed according to
its own regulations.

CHAPTER IV
FINAL PROVISIONS

Article 15. Final provisions

This Law shall enter into force on the date of publication and is implemented as follows:

a) for the National Anti-Corruption Centre staff and Security and Information Service competences
— from the date of publication;

b) for other public entities and their employed public officials -within two months of the publication
of this Law.

Article 16. Transitional provisions

(1) Within 10 days after the publication of this law, all public entities subjects to this Law shall
notify their employees about the possibility of professional integrity testing and record their
consent. The lack of consent may not constitute grounds for disciplinary liability exemption if the
professional integrity testing turned negative results.

(2) The financial resources for the implementation of this law shall be included in the budget of the
National Anti-Corruption Centre and the Security and Information Service.

(3) Within three months of the entry into force of this Law, the Government of the Republic of
Moldova shall:

a) submit proposals to the Parliament to bring the legislation into conformity with this Law;

b) adjust its normative acts to the provisions of this Law and ensure the adoption by its subordinate
institutions of normative acts necessary for the implementation of this law;

¢) provide the financial and technical resources from its Reserve Fund or from other resources to
ensure the immediate implementation of this law.

Chairman of the Parliament
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ANNEX

PUBLIC ENTITIES AND THEIR SECRETARIATS THEREOF,
whose employees fall under the Law on professional integrity testing

* Government of Moldova

* Ministries and other bodies of central public administration

* Parliament Secretariat

* President Staff

» State Chancellery

* Superior Council of Magistrates and its established colleges/bodies

* Constitutional Court

* The courts of any rank /level

* Prosecution agencies of any rank/level

* National Anti-Corruption Center

* Security and Information Service

» State Protection and Security Service

* Center for Human Rights

* Court of Auditors

* The Central Electoral Commission

* National Council for Accreditation and Attestation

* National Integrity Commission

* National Commission of Financial Market

* National Bank

* Other public authorities and independent bodies established by Parliament, the President of
Moldova and Government

» central public administration authorities and other authorities (central, deconcentrated public
services, other government bodies subordinated to the central public administration authorities)
* The units of local authorities, the autonomous territorial unit with special status and their
decentralized services

*Diplomatic service bodies, customs, defense, national security and public order agencies
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8.3. Informative Note on Draft Law “On Amendment of Certain Laws”

Informative Note
Draft Law on amendment of certain laws

1. Requirements that imposed the need to draft the law and expected outcomes

The process of drafting this law is dictated by the need to enforce the legislative measures set out in
Pillar IV "Integrity of Justice Actors" of the Justice Sector Reform Strategy Action Plan, namely:

4.1.3. Reviewing the legal framework aimed at deterring corruption and punishing serious crimes
related to corruption in the justice sector; increasing the effectiveness of judicial coercion;

4.1.4. Clear regulation of conduct of judges, prosecutors, investigators, lawyers and bailiffs in
relation to other people in order to combat corruption; creation of a mechanism to ensure honest
conduct;

4.1.5. Development and implementation of effective tools to prevent interference in the justice
process and prevention of corruptive behavior of actors from the justice sector.

This draft law aims to achieve the specific objective of Pillar IV of SRSJ: Promoting and
Implementing the principle of zero tolerance for corruption in the justice sector.

At the same time, the project will contribute to creating an appropriate legislative framework for:

- Exclusion of any improper influence on judges;

- Establishing appropriate measures and penalties for accountability of public officials (including
judges) for committing acts of corruption;

- The application of non-traditional means (polygraph) in order to avoid the access in the judiciary
and prosecution of compromised persons or who do not meet the "impeccable reputation” criteria.

2. The main provisions of draft law and highlighting new elements

The draft law sets and develops a number of new provisions oriented toward increasing the
responsibility of both, the representatives of the judiciary, as well as of other actors in the justice
sector and public sector as a whole (including proposed amendments to the Criminal Code). In this
context, a number of changes are stipulated in relation to:

« establishing a communication interdiction for trial participants and other third parties with
the judge outside of trial, communication being linked to a particular event or issue and / or a
likely outcome of the case which adjudicated by the judge (Art. I );

» Establishing mandatory polygraph testing for candidates for the position of judge and
prosecutor;

* Inclusion in the Criminal Code of a new provision which regulates ""extended confiscation"
(art. 106/1).

* Revision of penalties from the Criminal Code for corruption offenses by increasing the
amount of fine, and setting them alternatively (fine or imprisonment) but not cumulatively (fine
with imprisonment);

* Introduction of a new statute "'lllicit Enrichment".

Thus, according to the new draft law the following amendments are proposed:
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I. Law on Status of Judges

The amendments introduced to the Law on the Status of Judges aim at detailing the interdiction to
exercise undue influence on judges during the adjudication of cases by prohibiting the
communication/interaction with the judge outside the courtroom, if this communication aims to
influence the decision that might be taken by the judge on a case.

Another provision refers to the establishment of mandatory polygraph testing of candidates for
judicial positions (paragraph (7) Article 9).

Il. Law on the Superior Council of Magistracy

In order to develop new provisions inserted to the Law on the Status of Judges, it is proposed to
regulate the mechanism of SCM's reaction in case the latter is informed about the prohibited
communication with the judge. In this context, the draft proposes that information about prohibited
communications with the judge to be reviewed within 15 days from the date of communication.
Following the review, SCM may take one of three decisions:

a) pass the information to the Prosecutor General's Office, in case there are constitutive elements of
statute provided for by Article 303 of the Criminal Code or a crime provided for by Article 317 (2)
of the Code of Contraventions;

b) inform the leadership of authority or of competent self-administration body within which persons
involved in ex-parte communication work;

c) notification of the Disciplinary Board for disciplining the judge, in case the information about
prohibited communication are unreasoned.

I11. Criminal Code of the Republic of Moldova

The amendments to the Criminal Code focus on several issues: review of sanctions, more
specifically fines and imprisonment which are applied in relation to corruption crimes, revision of
penalty related to deprivation of the right to hold certain positions or to practice certain activities
and completion of criminal law with some new composition of crimes.

a) reviewing sanctions in the form of fine and imprisonment

In accordance with Art. 30 of the Convention against Corruption, each State Party shall take the
necessary measures to ensure that the offenses covered by it are liable to sanctions that take into
account their serious nature.

In order to align the national legislation with the aforementioned provisions the legislator
intervened on numerous occasions with changes in criminal law. However, the introduced
amendments are not sufficient to ensure the process of preventing and combating corruption. Thus,
in order to promote and implement the principle of zero tolerance toward corruption and contribute
to creating a climate of “zero tolerance™ toward corruption (objectives formulated by Justice Sector
Reform Strategy for 2011-2016 and the National Anti-Corruption Strategy for 2011-2015) was
considered necessary to review the introduction of amendments to legal provisions regulating the
fine and imprisonment for corruption offenses.

Introduction of amendments in order to toughen the sanctions for corruption offenses under the
Convention against Corruption, which sets in Art. 65 par. 2 that each State may adopt more strict or
severe measures in order to prevent and combat corruption.

The draft proposes to amend Article 64 "Fine" to raise the ceiling of fines imposed to natural
persons for crimes committed with pecuniary interest. According to the project the amount of fines
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for offenses committed with pecuniary interest set within up to 10,000 conventional units. Since
the amount of fine will be enough, the payment of fine in installments within a period of up to five
years has been included.

At the same time, in the context of increasing the amount of fine imposed to natural persons it was
considered necessary to introduce amendments to par. (5) of the same article. According to these
provisions, in case the convicted persons avoids with ill will to pay the fine applied as primary or
complementary punishment, the court may replace the outstanding amount of the fine with
imprisonment within the maximum limits set out by that specific statute of the Criminal Code.

Simultaneously, the amendments proposed to Art. 64, more specifically the provisions related to the
application of fines to natural persons have been amended in relation to amount of fine that can be
applied to legal entities which will be set in the limits of 500 to 20,000 conventional units.

In addition amendments in sanctions for corruption offenses under Chapter XV "Crimes against
proper conduct of activities in the public sphere” and Chapter XV1 "Offences of corruption in the
private sector" in the Special Part of the Criminal Code were introduced.

b) Review the sanction related to deprivation of the right to hold certain positions or to
practice certain activities

According to Art. 30 of the UN Convention against Corruption when the seriousness of an offense
justifies it, any State Party, to the extent consistent with the fundamental principles of its legal
system, shall consider establishing procedures for the disqualification, by court order or by other
suitable means, for period fixed by its domestic law, of persons convicted of offenses covered by
this Convention from the right:

a) Holding a public position, and

b) Holding a position in an enterprise owned by the government or where the government is the
main shareholder.

Currently the national legislation regulates deprivation of right to hold certain positions or to
practice certain activities in relation to corruption offenses, but the timeframe for which such
deprivation is applied is not effective in the fight against impunity. Thus, deprivation of right to
hold certain positions or to practice certain activities for a period longer than five years would be a
clear signal of zero tolerance for corruption offenses.

For these reasons, the draft proposes to amend the timeframe for which the deprivation of right to
hold certain positions or to practice certain activities for corruption offenses is applied under
Chapter XV "Crimes against Proper Conduct of Activities in Public Service" and Chapter XV1 "-
corruption offenses in private sector regulated by Special Part of the Criminal Code.

¢) Instituting extended confiscation

The provision that is proposed to Article 106/1 of the Criminal Code provides for derogation from
Acrticle 106 which regulates the "special confiscation.” Unlike special confiscation, the application
of extended confiscation will take into account the following mandatory requirements:

- Shall be applied only to convicted persons, unlike special confiscation which can applied against a
person who was not criminally sanctioned;

- The conviction must be for committing of crimes provided for only by par. (2) of Article 106/1
and committed with pecuniary interest;

- the sanction for the crime shall be a fine in the amount of 2,000 or more conventional units or 5
years of imprisonment or more;
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- To take into account the value of assets acquired by the convicted person within a period of 5
years before and, if appropriate, by the time of offense, which clearly exceeds the legal income of
convicted person;

- There is reasonable doubt that the assets originate from criminal activities referred to in par. (2) of
Art. 106/1.

It should be noted that the draft provisions on extended confiscation are compliant with EU
standards, more specifically the European Union Council Framework Decision 2005/212/JHA of
February 24, 2005 on confiscation of criminal instruments and proceeds that are linked with the
crime (Art. 3), which aims to ensure that all Member States have efficient rules on confiscation of
criminal proceeds and also on the burden of proof in relation to the source of assets held by a person
convicted for a crime.

For the purpose of Article 106/1 and for the EU Council decision it is allowed to confiscate the
proceeds from criminal activities which are not directly related to the offense for which the person
is convicted, namely, the direct link between crime leading to conviction and confiscated assets is
not proven.

The existing rules allow confiscation of criminal proceeds only if there is possibility to prove the
direct link between the offense for which the person was convicted and certain assets. Extended
confiscation concept allows the confiscation of criminal proceeds without having to prove each item
separately.

Implementing the extended confiscation in the national law implies the regulation of those express
and limited cases when a person over a period of time is constantly carrying out criminal activities,
combined with the absence of any legitimate income is considered as sufficient evidence to allow
the court to acknowledge the unlawful nature of income obtained during criminal activities.

The analysis of draft's provisions from the Constitutional Court's perspective denotes the following:

The decision of the Constitutional Court No. 21 of October 20, 2011 on interpretation of art.
Article 46. (3) of the Constitution stated that:

30. Taking into account the provisions of Article 46 par. (4) of the Constitution, according to which
only legally acquired property cannot be confiscated, the Court considers that the legislature is free
to establish the confiscation in all cases when assets were obtained illegally.

31. In relation to these matters, the Court holds that, by Decision no. 12 of March 17, 2003 on the
control of constitutionality of Government Decision no. 646 of September 18, 1995 on the approval
of Regulations of confiscation, use or destruction of production and raw material which is
dangerous for public health and environment (MO. 021, 1997) stated the following:

"Under Article 46 of the Constitution, the right to private property belonging to individuals (citizens
individually or jointly) and legal entities. The same article from Constitution provides the legal
guarantees for private property. Deprivation the natural persons and legal entities of their property
shall be made only according to law. [...]

Confiscation represents a sanction applied to owner for committing a crime under the Criminal
Code a contravention. The consequences after confiscation are possible in civil law relations
(Article 51 of Civil Code of Moldova). But in all cases such confiscation shall be made only
according to law. According to Article 72, letters. (n) of Constitution, only Moldovan Parliament is
entitled to enact organic laws governing criminal offenses, penalties and their enforcement thereof.
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32. Therefore, the confiscation is constitutionally regulated only in case of committing crimes or
contraventions, i.e. in situations found in the law, as the facts with a certain degree of social danger
Therefore, while the confiscation operating exclusively in criminal proceedings cover a list of
particularly serious crimes and apply only to a person already convicted - its introduction is not
incompatible with the presumption of legality of legally acquired property as referred to in Article
46 paragraph. (3) of Constitution. This presumption is relative, so it will be overturned on a case by
case basis through evidence collection which will create the court's opinion that assets owned by a
person are obtained as a result of a crime. Thus, the requirements imposed by the draft law must be
proven preliminary and seem to be sufficient to shift the presumption, without violating the
constitutional principle of presumption of legally acquired property.

Based on the provisions of Article 106/1 the prosecutor will be obliged to prove only that a
particular person, within a particular timeframe, was involved in the commission of certain crimes.
Since that moment, the judge may assume that goods purchased are a result of criminal activities
carried out by the convicted person during a period prior to conviction, is considered reasonable by
the court. In that case it would be the convicted person who has the burden of proving the legality
of acquired property. If the judge concludes that the value of assets held is disproportionate with
the legal income, it may ordertheir confiscation

Additionally, we note that extended confiscation is approved and applied in most EU countries
(Germany, Norway, Lithuania and so on). It should be especially emphasized the experience of
Romania which similar to Moldova, has a constitutionally guaranteed presumption of illegal
acquisition of wealth, but as of April 2012 managed to introduce amendments similar to the ones
proposed here.

d) Criminal Law with a new composition of offenses

Article 20 of the UN Convention against Corruption recommends to states to adopt the offense of
illicit enrichment, in the following terms: "Subject to its constitution and the fundamental principles
of its legal system, each State Party shall consider adopting such legislative and other measures
prove to be necessary to establish as criminal offenses, when the acts were committed intentionally,
illicit enrichment, that is a substantial increase in property by a public official that he or she cannot
reasonably explain in relation to his legitimate income."

To carry out these intermediate obligations "States are urged to consider adopting this measure".
Currently many states have opted to introduce into their national law criminal offenses of illegal
enrichment. Such countries are Argentina, Ecuador, El Salvador, Paraguay, Peru and Venezuela,
Hong Kong, etc..

I

n the context of promoting the contribution to create a climate of "zero tolerance" toward
corruption, it was considered necessary to apply legislative measures under Art. 20 of the
Convention by including a new statute in the Criminal Code —Art. 330/2 "lllegal enrichment".
Thus, illegal enrichment shall be defined as willful action of a public person which led to his/her
illicit enrichment by substantially increasing the value of his/her assets and which exceeds his/her
legal income.

Also, Article 324 and 333 were supplemented with a new paragraph (4) that criminalizes passive
bribery, respectively, bribery taking which does not exceed 100 conventional units.
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IV. Law on Polygraph Testing

The amendments to this law are synchronized with the amendments proposed to the Law on the
Status of Judges and the Law on Prosecution Service, which provide for mandatory polygraph
testing of candidates for judicial and prosecutorial. According to these amendments, the request for
testing of candidates will be made by the Superior Council of Magistracy, respectively the Superior
Council of Prosecutors.

V. Law on Prosecution

Based on the proposed amendments it is envisioned that the persons seeking employment in the
prosecutor's office, at the time of presenting the documents will be informed that they will be
checked according to the Law. 271-XVI of December 18, 2008 on Vetting of Candidates for Public
offices, and will be subject to polygraph testing according to Law. 269 of December 12, 2008 on
Polygraph Testing.

3. Financial reasoning

The implementation of these draft laws involves a number of expenses related to:

* procurement of technical means to ensure polygraph testing;

* developing test methodologies;

* Hiring and training specialists in polygraph testing.

Precise costs related to implementation phase will be presented at the stage of laws promotion at the
Government, taking into account the evaluation results including these costs are currently being
conducted at the request of the Ministry of Justice.

4. Draft's impact

This draft law will contribute to effective implementation of international commitments undertaken
by Moldova based on the ratification aforementioned international treaties.

At the same time, the draft will have a significant impact against corruption, considering that its
basic objective is to promote the principle of zero tolerance toward corruption

Minister Oleg EFRIM
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8.4. Informative Note on Draft Law “On Professional Integrity Testing”

Informative Note
Draft Law on Professional Integrity Testing

1. Reasons that conditioned the development of draft, the drafters and persons who participated
during drafting process

The need to develop the draft law was conditioned by the importance granted to the principles of good
governance, corruption prevention and combating in the activities of various government authorities
which exercise public powers in Moldova. In political terms, improving the legislative framework is
determined by the provisions of GOM's Program "European Integration: Freedom, Democracy, Welfare",
which contains a priority "Strengthening National Integrity System and Fight against Corruption.”

The draft law was preceded by researches of international practice (the concept of "vetting"”, UN
Recommendations, legislation of Czech Republic, Hungary and Romania), meetings with national and
international experts, which were conducted prior and during the drafting process with the support of the
project "Support of Moldovan Government in Anticorruption”, implemented by the German Development
and Cooperation" with the financial support of the European Union. The research and working meetings
led to conclusions about the need to draft a complex organic law on professional integrity testing so that
this law is not only applicable to NAC employees and the representatives of justice sector but also to
authorities, institutions and organizations (public entities) which carry out activities of public interest and
whose employees are imminently determined or exposed to corruption risks or vulnerability in the
exercise of their professional activities.

By the Decree N0.418 from September 13, 2012 a working group was established. This working group
was tasked with developing the draft law for integrity testing and the procedure of applying the tests. The
working group was composed of members of the Superior Council of Magistracy, judges, representatives
of the Ministry of Justice, Ministry of Interior, the National Anticorruption Center, the Intelligence and
Security Service, the Anti-Corruption Prosecutor's Office as well as representatives of civil society
organizations specialized in anticorruption and judicial reform.

The working group reviewed as a basis the draft law on professional integrity testing which was
developed by national and international experts within the GIZ implemented project "Support to the
Moldovan Government in Anticorruption”.  The working group members made proposals for
improvement and formulated additional provisions thus ensuring the development of a complex document
adapted for application within the legal and social framework of Moldova.

2. Scopul si obiectivele proiectului

The main objective of the draft law on professional integrity testing is to prevent corruption within law
enforcement activities and public authorities from Moldova which are exposed to increased risks of
corruptibility.

Secondary objective of the project is to ensure the activities of public authorities work in a manner
consistent with the principles and criteria of good governance, increasing moral integrity of public
officials and of public authorities' reputation.

3. Mechanism of Approaching the issues in the draft law and strategic documents in force

As a specific legal basis for developing an extensive regulatory framework in the area of professional
integrity testing the 2011-2016, Justice Sector Reform Strategy™® and its Action Plan*'°, which in its
Pillar 1V (Integrity of Justice Sector Actors) in 4.1.4 envisions Action 5 - "Drafting of a law regulating the
integrity testing of justice sector representatives”.

19 Enacted by Law No. 231 from November 25, 2011
10 Enacted by Parliament's Decision No.6 from February 16, 2012
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Also the need for a special regulation of professional integrity testing is determined by the existence of
legal provisions related to NAC'*! employees integrity testing, provisions which have to be already
compulsory applied, and by provisions of the 2011-2015 National Anticorruption Strategy™, the
implementation of which has as a basic principle strengthening the national integrity system.

4. Draft Description

It is proposed that the draft law is to be an organic law because it affects individual rights and freedoms,
regulate certain aspects of activities carried out by some public authorities and interaction between
various authorities. It also contains provisions relating to challenging the penalties etc. Structurally, the
draft law encompasses four chapters and an appendix:

Chapter I: General Provisions, contains provisions pertinent to: the regulatory purpose, professional
integrity testing objectives, principles applicable during testing process; Basic concepts (used in the text
and which are not separately defined in current legislation); Applicable subjects; (divided in active and
passive subjects); rights and obligations of active and passive subjects; Special safeguards: only
disciplinary liability; information not used as evidence in criminal trials; limits of valid risks, etc.

Chapter I1: Professional Integrity Testing Procedure contains provisions about: Initiating the testing
(entitled subjects); Authorizing and coordinating the testing procedure: (testing coordinator and the person
responsible for testing); Testing methods: (experts responsible for testing, technical means, confidentiality
ensuring, results screening); Testing report: (content and documents of proof).

Chapter I11: Professional integrity testing results and consequences, contains provisions about:
Positive testing result (communication and use within public entity); Negative testing result: (notification,
documents submission, reaction of concerned entity); Consequences of negative testing results:
(disciplinary sanctions, loss of impeccable reputation, keeping of appropriate records); Challenging
disciplinary sanctions: (limiting the test challenging); Keeping records of testing documents.

Chapter 1V: Final and transitory provisions regulates the law's entry into force, its application in
regard to certain subjects and actions to ensure legislation compliance for ensuring the logistics and
funding for testing activity.

The attachment contains the list of public entities, secretariats, as well as entities' employees who are
expected to fall under the incidence of the Law on Professional Integrity Testing.

5. Draft's Impact on Prevention and Combating Corruption and Criminality

The draft will have a significant impact on preventing corruption on behalf of public officials vested with
powers of insuring the public order, of those vested with the enforcement and interpretation of laws.
Also, the enforcement of this law and raising the awareness about positive testing results will have a
preventative and educational impact, contributing to increasing professionalism and integrity of activities
of public interest, thus implicitly raising the efficiency of public entities.

On the other hand, applying disciplinary sanctions as a result of negative testing will ensure the possibility
to eliminate from the system of those who do not meet the integrity criteria will lead to the practical
implementation of "zero tolerance toward corruption” principle. This will increase the confidence of
society in public services, which is indispensable element for consolidating the principles of good
governance.

6. Draft's Impact on Business Environment and Its Development

1| aw No. 1104-XV from June 6, 2002 on National Anticorruption Center amended by Law No. 120 from May 25,
2012 art. 13,14 and other
112 Approved by Parliament's Decision No. 154 from July 21, 2011
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The draft law does not have express provisions on development of business environment but the
introduction of new institutions and new regulations oriented at ensuring the integrity and preventing of
non-compliant manifestations in various segments of public entities' activities will influence the reliability
of law enforcement, of governmental institutions and of public administration in general. In this way,
local businesses and foreign investors will feel more protected and will have additional mechanisms of
reaction against abuses.

7. Draft's Level of Compliance with ECHR Provisions and with Community Acquis

International best practices recommend the application of professional integrity testing procedures, in this
regard being conclusive the UN Anticorruption Toolkit of 2004. At this stage, there is no single European
model of best practice to serve as a model for all EU countries, but there are European countries,
including EU members where the professional integrity testing is used as an effective means of preventing
corruption. In preparing the draft law the laws and experience of Hungary, Romania and Czech Republic
has been taken into account. In these countries the procedure of professional integrity testing has been
implemented for a long time and has brought positive results.

The ECHR case-law on the matter, especially in terms of evidence and avoiding of entrapment during the
investigation of corruption offenses has been consulted. Thus, it was acknowledged that the ECHR case-
law does not prohibit such procedures, provided that there are special and explicit regulations and there is
no excessive entrapment on behalf of law enforcement Romania Constantin and Stoian against Romania,
2010; Ramanauskas vs Lithuania, 2008; Teixeira de Castro vs Portugal, 1998; Khudobin vs Russia, 2006,
etc.).

8. Amount of Budgetary Funds Needed for Draft's Implementation.

The draft's implementation requires financial expenses related to:
e Remuneration of persons responsible for resting hired by NAC and SIS;

e Provision of equipment to SIS and NAC for conducting the tests: audio-video equipment,
transportation and communication means, etc.

At the same time, it should be noted that there is already legislation that provide for professional integrity
testing of NAC employees which implies the existence of financial coverage, at least of SIS's activity. At
the time of law's enforcement, the financial sources will be evaluated and will be allocated as needed.

9. Draft's Objections, Recomendations and Evaluations by Interested Institutionsand their
Conclusions

This section will be filled in after the receipt of feedback from interested institutions.

10. Draft's Post Enactment Actions

Following the draft law's enactment, the following actions are necessary to be taken:

e Creating within NAC of a subdivision/s responsible for conducting integrity testing, hiring and
equipping of testing experts and approval of appropriate internal regulations;

¢ Informing of public officials about the possibility of testing their integrity and recording their
agreement;
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Binging legislation in compliance with the new law, especially by supplementing the grounds for

intervening with disciplinary sanctions for "negative result of professional integrity testing".

Minister Oleg EFRIM
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